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STATISTICAL ANALYSIS OF CRYPTOGRAPHIC STRENGTH OF SHA-3
COMPETITION FINALISTS USING NIST SP 800-22 METHODOLOGY

Abstract. Topicality. In today's conditions of rapid development of information technologies and the growth of the number
of cyber threats, ensuring the cryptographic stability of hash functions is one of the key tasks of information security. The
reliability of hash algorithms directly affects data protection, digital signature, authentication and information integrity. The
evaluation of candidates for the competition for the selection of the standard hash algorithm SHA-3, organized by the National
Institute of Standards and Technology (NIST), in order to increase the level of cryptographic security after the identification
of vulnerabilities in previous algorithms of the SHA family, is of particular relevance. The subject of the study is the
statistical properties of cryptographic hash algorithms. — finalists of the third round of the SHA-3 competition, as well as
other candidates of the final stage. The purpose of the article is to conduct a comprehensive statistical assessment of the
security of the specified algorithms using the NIST SP 800-22 test package, which is recommended for checking the
randomness of bit sequences. Results obtained. During the study, samples of the initial bit sequences were generated for
each algorithm and tested according to a set of statistical criteria. The results obtained indicate that not all finalists of the third
round of the competition demonstrated full compliance with the requirements of statistical randomness. Only the Blake and
Grostl algorithms successfully passed the entire set of NIST SP 800-22 tests without detecting statistically significant
deviations. Conclusion. Statistical testing is an important tool for the initial assessment of the cryptographic stability of hash
functions. The results obtained confirm the high level of statistical reliability of the Blake and Grestl algorithms and
demonstrate the feasibility of using a comprehensive approach to the analysis of the security of candidate cryptographic

standards.
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Introduction

Problem relevance. One of the key areas of
development of modern cryptography is the
improvement of methods for ensuring the integrity and
authenticity of information in the conditions of
increasing data volumes, distributed computing and the
constant complication of cyber threats. A special place
among such methods is occupied by cryptographic
checksums, which allow to detect message modification,
data forgery and unauthorized interference in information
flows.

Modern mechanisms for forming cryptographic
checksums are divided into two main classes:

methods based on symmetric cryptographic
transformations — message authentication codes (MACs),
which use a shared secret key to verify integrity and
authenticity;

methods based on one-way transformations (hash
functions) — are used in digital signature schemes, where
a fixed-length hash of the message is first calculated,
after which it is signed using asymmetric cryptographic
algorithms. [1,2]

A hash function maps a message of arbitrary length
into a fixed-size bit string, called the hash or message
digest. Requirements for cryptographic hash functions
include  one-way, collision-resistance,  spoofing
resistance, and statistical indistinguishableness of the
original data from a random sequence. [3-5]

From the perspective of the theory of secret
systems, a potentially stable cryptographic system is
considered to be one in which the statistical
characteristics of the output data (cryptograms or hash
values) do not depend on the properties of the plaintext.

In other words, the results of the transformation should
be as close as possible to perfectly random sequences.
Any statistical dependence between the input and output
data can be used by cryptanalysts to construct attacks.

In this regard, a scientific and practical problem
arises: assessing the statistical stability of cryptographic
checksums and hash functions using modern randomness
testing methods. Even if an algorithm theoretically meets
all the mathematical security requirements, in practice its
operation may not be completely “perfectly random”. In
a real practical situation, minor regularities or deviations
may appear, which in some cases can create potential
weaknesses.

The relevance of studying these issues is due to
[3.4]:

the transition to new cryptographic standards (in
particular, the SHA-3 family),

the increase in security requirements in cloud,
mobile, and IoT environments,

the need to ensure cryptographic stability in the
context of the development of post-quantum computing.

Thus, there is a need for a comprehensive statistical
analysis of cryptographic transformations using
standardized test packages (e.g., NIST SP 800-22), which
allow assessing the degree of randomness of the
generated bit sequences and their compliance with the
theoretical requirements of cryptographic stability.

Therefore, the problem statement consists in
studying the statistical properties of modern
cryptographic checksums and hash functions and
determining the level of their compliance with
information security criteria based on experimental
testing. [6]
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Literature review. The issue of developing a new
cryptographic  hash  function standard became
particularly urgent after the practical demonstration of
cryptographic matches for SHA-1 and the gradual
decline in confidence in its cryptographic strength.
Further research showed that the structural similarity
between SHA-2 and SHA-1 could potentially create
long-term security risks, despite the absence of practical
attacks of a similar scale at that time. In this regard, in
2007, the National Institute of Standards and Technology
(NIST) announced an open international competition for
the development of a new hashing standard - SHA-3. The
competition aimed to create algorithms with increased
resistance to known attacks and universal application [7].

NIST's main requirements for candidates included:

support for fixed hash lengths (224, 256, 384, and
512 bits) to ensure a high level of cryptographic security
and avoid vulnerabilities associated with short output
values [7];

a unified internal structure of algorithms for all
output  sizes, which ensures uniformity of
implementation and minimizes the risk of errors in
practical application [8-10];

the ability to integrate into HMAC schemes and
other cryptographic protocols while maintaining a given
level of stability [2,6].

The competition documents also discussed the idea
of parameterizing algorithms (e.g., changing the number
of rounds to balance security and performance), although
the possibility of including such parameterization in the
final standard was questioned [7].

The first round of the competition collected 51
candidate hash functions. In subsequent rounds, the
selection was based on cryptanalysis and performance
evaluation, which is consistent with the review works of
contemporary researchers that consider the evolution of
cryptographic standards and the principles of their
selection [1,8-11].

In modern research, significant attention is paid to
statistical testing of cryptographic transformations.
Although formal cryptographic robustness is proven
within the framework of mathematical models, empirical
analysis of randomness allows us to reveal hidden
statistical dependencies between input and output data. In
particular, studies show that even cryptographically
robust designs can exhibit deviations from individual
spectral analysis tests or series tests with an insufficient
number of rounds or simplified implementations. [6,12].

There is also growing attention to the use of
machine learning methods to detect statistical patterns
that may be hidden from traditional tests; such
approaches offer new ways to analyze cryptographic
algorithms in different ranges of parameters [12].

Much attention is paid to the practical
implementation of hash functions on modern platforms:
in IoT environments, on mobile devices, and in hardware
implementations. This is important because hardware
optimizations can change the behavior of the statistical
properties of algorithms in unpredictable ways that
require separate evaluation [3-5].

Thus, the literature review confirms that a
comprehensive assessment of cryptographic stability

includes not only formal mathematical analysis, but also
statistical ~ studies, testing of implementations,
performance comparisons, and adaptation to new
hardware requirements.

The purpose of this article is to study the statistical
evaluation of the security algorithms of the candidates
submitted to the competition for the selection of the
standard hash algorithm SHA-3 using the NIST SP 800-
22 test suite, which is recommended for checking the
randomness of bit sequences.

1. Conducting testing and interpreting
statistical indicators

Despite the completion of the SHA-3 algorithm
standardization process, the issue of comparative
analysis of the competition finalists has not lost its
relevance. A comprehensive assessment of cryptographic
stability today involves not only formal proof of
resistance to collisions or attacks on the prototype, but
also experimental verification of the statistical
characteristics of the output sequences. It is statistical
analysis that allows us to identify potential dependencies
or deviations from ideal randomness that may not
manifest themselves within the framework of classical
theoretical models.

Despite the official adoption of SHA-3 as a
standard, the study of other finalists in the competition
retains scientific significance. Comparison of alternative
algorithmic designs allows us to assess their entropy
properties, the degree of structural independence of the
output data from the input parameters, as well as the level
of practical implementation security in different
computing environments. This approach contributes to
the formation of well-founded conclusions about the
feasibility of using certain algorithms in specialized or
highly loaded systems.

In view of this, this study provides for a statistical
test of the stability of candidate algorithms that
participated in the competition for the selection of the
SHA-3 standard, using the NIST SP 800-22 test suite
recommended by NIST. The use of this set of tests
ensures the uniformity of the approach and the possibility
of correct comparison of the results obtained with
previous studies.

The following testing parameters were selected for
experimental analysis:

test sequence length n = 10° bits;

number of test sequences m = 100;

level of significance a = 0,01;

amount of test sample 108 bits.

The selected parameters meet the recommendations
for ensuring sufficient representativeness of the results
and allow us to assess not only the passing of individual
tests, but also the consistency of indicators at the level of
the sample population.

The value of a = 0,001, says that out of 1000 random
sequences that are tested, failed to test only one. In the
P-value > 0,001 is considered as a random sequence with
a level of confidence of 99,9%.

The value of a = 0,01, says that of 100 random
sequences would not have gone only one test. In the P-
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value > 0,01 is considered as a random sequence with a
level of confidence of 99%.

The value of a = 0,05, says that of 100 random
sequences would not have gone only five tests. In the P-
value > 0,05 is considered as a random sequence with
95% confidence level.

This technique allows us to estimate the statistical
security, based on 16 tests with 189 known cryptanalytic
attacks, with a certain probability. The technique is to
examine the algorithm-candidate as a pseudo-random
sequence generator and evaluation of statistical
dependence between the input (information subject to
cryptographic protection during transmission) and output

Table 1 — Test results for HASH algorithms

(cryptogram) sequences of data. Cryptanalytic attack is
realized (indicates the possibility of finding a statistical
relationship between input and output sequences, which
allows a cryptanalyst to find the input information), if the
probability assessment of its passage by the algorithm-
candidate is below 0,96.

In order to obtain the necessary sequence of hash for
the package NIST STS a software package, that simulates
all the algorithms of applicants passed the second round,
has been developed. In writing the program used the
materials provided for the contest. We put the test results
of hashing algorithms in Table 1.

The number | The number The The The . Permissible value

of tests in | of tests in number (.)f number (.)f number (.)f Permissible value share of the test for
Name of which  the | which the test.s in test.s in tes‘gs in | share of the test a sample size (n)
the testing was | testing was Whlghb lthe Whll:hb lthe Whllfhb lthe g%ro a sa}npk))le of sequence to test
algorithm o o probability | probability | probability equals binary | . .

SSqﬁer?ct;sthe 2e6qﬁen2£s the value of P | value of P< | value of P | sequences Ef:gsiorf{zgja?l?-

<0,01 0,001 <0,05

Blake 130 189 2 0 10 0,952091 (62)
BMW 144 188 2 0 7 0,952688 (64)
CubeHash 137 189 2 1 9 0,951139 (59)
ECHO 139 189 2 0 13 0,954323 (70)
Fugue 142 188 0 0 4 0,954323 (70)
Grostl 140 189 4 0 8 0,951781 (61)
Hamsi 134 187 1 0 11 0,953533 (67)
JH 129 187 3 0 14 0,960150 0,952393 (63)
Keccak 134 187 5 1 10 0,952091 (62)
Luffa 129 189 3 0 10 0,951781 (61)
Shabal 123 188 0 0 9 0,949751 (55)
SHAvite3 135 187 1 0 15 0,950806 (58)
SIMD 131 188 3 0 8 0,950112 (56)
Skein 137 188 1 0 9 0,951464 (60)

The analysis of the results presented in Table 1 allows
us to draw a generalized conclusion regarding the level
of statistical stability of the SHA-3 candidate algorithms
tested according to the NIST SP 800-22 methodology.

Most algorithms demonstrated a high percentage of
test passes (96-99% of sequences), which indicates the
general compliance of their output bit sequences with the
requirements of statistical randomness. The value of the
allowable proportion of successful test passes for a
sample of 100 sequences is within the recommended
threshold values (about 0,95), which confirms the
correctness of the applied evaluation methodology.

At the same time, a more detailed analysis of the P-
value indicators shows the presence of individual
statistically significant deviations. For a number of
algorithms, cases were recorded where the value P<0,01
or even P<0,001, which indicates potential deviations
from the random hypothesis in certain tests. In particular,
the BMW, Fugue, Hamsi, JH, Keccak, Shabal,
SHAvite3, SIMD and Skein algorithms failed some of
the tests (the numbers of which are given in parentheses),
which formally means non-compliance with certain
criteria for statistical stability.

Of particular note is the fact that even the SHA-3
algorithm (based on Keccak), which was chosen as the
winner of the competition, demonstrated the presence of

individual tests with marginal P-values. However, the
number of such deviations does not exceed the
permissible statistical limits, which allows us to consider
them random within the accepted level of significance.

The most stable results were demonstrated by the
Blake, Fugue and partly Grestl algorithms, which are
characterized by a minimum number of critical
deviations and high values of the fraction of successful
test passing. This indicates their good entropy properties
and proximity to the model of a perfectly random
sequence.

Thus, the statistical testing conducted confirms that:

most of the finalists of the SHA-3 competition
provide a high level of statistical randomness;

individual algorithms have local deviations that may
require additional cryptanalytic analysis;

the test results do not indicate critical vulnerabilities,
but demonstrate the feasibility of a comprehensive
assessment that combines theoretical cryptanalysis and
statistical experimental research.

Thus, statistical analysis according to the NIST SP
800-22 method is an effective tool for initial verification
of cryptographic stability and allows for a reasonable
comparison of alternative hash function designs.
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2. Statistical portrait of the software
implementation of the finalist algorithms

NIST has announced the finalists for the SHA-3
hash algorithm: BLAKE (Jean-Philippe Aumasson),
Grostl (Lars Ramkilde Knudsen), JH (Hongjun Wu),
Keccak (Joan Demen), and Skein (Bruce Schneier). The
jury noted that these five projects implemented some of
the new ideas that have emerged in recent years,
including the construction of HAIFA (Blake) and the
sponge hash (Keccak), which are alternatives to the
classic MD construction. [8]

According to the report received after processing,
statistical profiles of the software implementations of the
finalist algorithms were constructed for testing hash
sequences with the NIST STS package. The statistical
portrait is a diagram of the probability of passing
statistical tests. In Fig. 1-5 shows a statistical portrait of
the software implementation of the finalist algorithms for
selecting the standard SHA-3 hash algorithm.
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Fig. 1. Statistical portrait of the software implementation of
the algorithm candidate Blake
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The constructed statistical portraits of the software
implementations of the SHA-3 competition finalist
algorithms reflect the distribution of probabilities of
passing the NIST SP 800-22 (NIST STS) tests and allow
us to visually assess the level of their statistical stability.

Analysis of Fig. 1-5 shows that the Blake and Grostl
algorithms demonstrate the most uniform distribution of
P-values in the permissible intervals, without pronounced
failures in individual tests. Their statistical profiles are
characterized by a high proportion of successful test
passes and the absence of systematic deviations, which
indicates good entropy properties and the absence of
noticeable structural dependencies in the generated bit
sequences.

The statistical portrait of the JH algorithm
demonstrates minor fluctuations in indicators within

Fig. 2. Statistical portrait of the software implementation of
the algorithm candidate Graostl
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Fig. 3. Statistical portrait of the software implementation of
the algorithm candidate JH
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Fig. 4. Statistical portrait of the software implementation of
the algorithm candidate Keccak
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Fig. 5. Statistical portrait of the software implementation of

the algorithm candidate Skein

individual tests, which is consistent with the results of the
table analysis. Although the overall level of compliance
with the randomness requirements remains high, the
presence of individual P-value decreases may indicate
local features of the internal structure of transformations.

For the Keccak algorithm (standardized as SHA-3),
the statistical portrait also demonstrates stable results
with minor deviations in individual tests. The distribution
of probability values is quite uniform, which confirms the
compliance of the algorithm with the criteria of statistical
randomness within the accepted level of significance.
The identified individual deviations are not systemic in
nature and do not exceed the permissible statistical limits.

Skein algorithm is characterized by more noticeable
fluctuations in the diagram, which is consistent with the
results of testing, where individual tests were not
performed. Although the overall structure of the profile
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does not indicate critical instability, there is a greater
variability of the indicators compared to Blake and
Grostl.

Summarizing the results of the analysis of statistical
portraits, the following conclusions can be drawn:

all the studied algorithms generally demonstrate a
high level of compliance with the requirements of
statistical randomness;

the most stable profiles are those of Blake and
Grostl, which confirms their high entropy and the
absence of systematic statistical anomalies;

Keccak demonstrates balanced characteristics,
which is consistent with its further standardization;

JH and Skein have individual deviations that may
require additional cryptanalytic or implementation
analysis.

Thus, visual analysis of statistical portraits confirms
the results of tabular evaluation and indicates the
feasibility of using graphical representation as an
additional tool for comprehensive assessment of
cryptographic stability of hash algorithms.

Discussion of results

The results of statistical testing of the SHA-3
competition finalists using the NIST SP 800-22
methodology allowed for an in-depth analysis of their
cryptographic properties from the standpoint of empirical
assessment of randomness. It is worth emphasizing that
statistical tests are not direct evidence of cryptographic
robustness in the classical sense (resistance to collisions,
attacks on the prototype, etc.), but they play an important
role as an indicator of the presence of hidden structural
dependencies in the output bit sequences.

The results of the study showed that most of the
finalist algorithms demonstrated general compliance
with the randomness requirements at a significance level
of o = 0,01. This indicates a sufficiently high level of
entropy and effective mixing of input data in the
transformation process. At the same time, for some
algorithms, individual statistically significant deviations
were recorded within certain tests, which may indicate
local features of their internal structure or the specifics of
the software implementation.

Of particular note is the fact that only the Blake and
Grostl algorithms demonstrated full compliance with all
tests without exceeding the threshold values. This may
indicate a more balanced architecture of their round
transformations, the absence of noticeable correlations
between the bits of the original sequence, and high
quality of diffusion. This result is consistent with their
reputation as cryptographically strong designs among the
finalists of the competition.

For other candidates, including the algorithm
standardized as SHA-3, the recorded single deviations
are not systematic and remain within the limits of
statistically acceptable fluctuations. Given the large
number of tests performed, the appearance of individual
P-values below the threshold level may be due to random
factors. However, such results emphasize the need for a
comprehensive approach to evaluation, ie. a
combination of mathematical cryptanalysis, statistical
testing, and analysis of practical implementations.

When discussing the obtained data, one should also
take into account the influence of the sample size (108
bits) and the number of test sequences (m = 100). The
selected parameters ensure the representativeness of the
results, however, when changing the length of the
sequences or the implementation conditions
(hardware/software  optimization), the statistical
indicators may vary. This opens up prospects for further
research aimed at analyzing the scalability of statistical
properties and their sensitivity to algorithm parameters.

Thus, the results confirm that statistical analysis is
a necessary component of a comprehensive assessment
of cryptographic stability. It allows not only to compare
alternative algorithmic designs with each other, but also
to identify potential directions for optimization and in-
depth cryptanalytic research.

Conclusions

Thus, the study of the statistical properties of the
SHA-3 competition finalists using the NIST SP 800-22
methodology allowed for a comprehensive empirical
assessment of the level of their cryptographic stability
from the perspective of the randomness of the initial bit
sequences.

The results obtained confirmed that the Blake and
Grostl algorithms demonstrate a high level of statistical
reliability and do not reveal significant deviations from
the randomness hypothesis at a given significance level.
This is consistent with their resistance to known
cryptanalytic attacks and indicates a high-quality
implementation of the diffusion and nonlinear data
mixing mechanisms in the internal structure of the
algorithms.

However, for the finalist algorithms JH, Keccak,
and Skein, some statistically significant deviations were
recorded within some tests. Although these deviations do
not directly indicate the presence of practical
vulnerabilities, they may indicate potential structural
features that require additional cryptanalytic analysis.
The presence of such deviations could theoretically
reduce the margin of cryptographic strength of the
algorithm under specialized or adaptive attacks.

Thus, the results of the work confirm the feasibility
of using statistical testing as a tool for the initial and
comparative evaluation of hash functions. Statistical
analysis does not replace a rigorous mathematical proof
of stability, but allows us to identify hidden patterns and
assess the quality of algorithm implementation in
practical conditions.

A promising direction for further research is:

analysis of the collision stability of the finalists of
the SHA-3 competition using both theoretical models and
experimental methods;

research of stability to attacks on the first and
second prototype;

evaluation of the behavior of algorithms when
changing parameters (number of rounds, implementation
options);

expansion of statistical analysis using additional
test packages and increased data samples;
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analysis of the impact of hardware optimization and
implementation features on statistical characteristics.

The study confirmed the high level of statistical
stability of the Blake and Grestl algorithms, and also
demonstrated the need for further comprehensive
analysis of other finalists of the SHA-3 competition in

order to better understand their cryptographic potential
and safety margin.

This work was supported by the Azerbaijan Science
Foundation- Grant Ne AEF-MGC-2025-1(54)-20/04/1-
M-04.
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CTATUCTHYHHUIA AHAJII3 KPUIITOIPA®IYHOI CTIMKOCTI ®IHAJICTIB KOHKYPCY SHA-3 3A
METOAOJIOI'TEIO NIST SP 800-22

X. H. P3aes, I1I. ®@. 'acanosa, O. I'. Kopois, 1. B. AkcboHOBa, 1. B. Bykatnu

AHoTanisi. AKTyaJdbHiCTh. Y Cy4acHMX yMOBaxX MIBHJIKOTO PO3BUTKY iH(OpPMamifHMX TEXHOJOTIH Ta 3pOCTaHHS
KiJBKOCTI Kibep3arpo3 3abe3nedeHHst Kpunrorpadidaoi cTiKocTi Xem-(QyHKIii € OJHUM i3 KIIOYOBHX 3aBJaHb iHpoOpManiitHol
Oesnexn. HaniiiHiCTh Xem-anropuTMiB Oe3nocepeHbO BIUIMBAE Ha 3aXHCT JaHWX, IM(poBHil migmuc, aBTeHTH(IKamilo Ta
nimicHicTh iHpoOpMarii. OcoOnuBY akTyadbHICTh Ma€ OI[IHIOBaHHS KAaHIMIATIB Ha KOHKYpC 3 BHOOpPY CTaHOapTHOTO XeIl-
anroputMy SHA-3, opranizoBanuii HanioHansHUM iHCTHTYTOM cTaHmapTiB i TexHoioriid (NIST) 3 MeToro miaBUIIEHHS PiBHA
kpunrorpadiuHoi Oe3meKkd Imicisi BUSBICHHA Bpa3lMBOCTEH y momepenHix anropurMax cimeiictBa SHA. Ilpenmerom
JOCJIiIZKeHHSI € CTaTHCTHYHI BIACTHBOCTI KpUITOrpadiyHUX XeII-aIrOpUTMIB — (DiHAJIICTIB TPETHOTO payHIy KOHKypcy SHA-3, a
TaKOX IHIMMX KaHOWAATiB (iHaidbHOrO eramy. MeTOI0 CTATTi € NPOBENCHHS KOMIUIEKCHOI CTaTHCTHYHOI OLHKH Oe3rexu
3a3HaYCHUX ANTOPUTMIB 3a Joromoroto TecroBoro nakera NIST SP 800-22, sikuii pexoMeHI0BaHH IS HEpeBipKU BUIIAIKOBOCTI
6iToBux mociigoBHocTed. OTpuMani pesyabTaTn. Ilin 9ac DOCTIPKEHHS ISl KOXKHOTO alrOpUTMY OYNHM 3reHepoBaHi BHOIpKH
MMOYATKOBUX OITOBHUX MOCIJJOBHOCTEH Ta MPOTECTOBAHI 32 HAOOPOM CTATHCTUYHUX KPUTEPiiB. OTpUMaHi pe3ynbTaTh CBiIYaTh Mpo
Te, IO He BCi (piHaICTH TPETHOTo TYPY KOHKYPCY NPOJIEMOHCTPYBAJIN NOBHY BiIIOBIIHICTh BUMOTAM CTaTHCTHYHOI BUITAIKOBOCTI.
JInmre anroputmu Blake ta Grostl yenmimmo npoiinum Becs Ha6ip TectiB NIST SP 800-22 6e3 BUABICHHS CTATHCTUYHO 3HATYIIHX
BigxuiieHb. BucHOBOK. CTaTHCTHYHE TECTYBAHHS € BaXKIMBUM iHCTPYMEHTOM JUISl TOYATKOBOI OLIHKU KPHIITOrpadivyHOi CTIMKOCTI
xemr-pyHkuiii. OTpuMaHi pe3yIbTaTH MiATBEPKYIOTh BUCOKUH PiBEHb CTATUCTUYHOI HafilHOCTI anroputMmiB Blake Ta Grestl it
JEeMOHCTPYIOTh JIOUIJIBHICTP BHKOPHCTaHHS KOMIUICKCHOTO WiIXOAy IO aHali3y Oe3leKkd KaHAWAATIB Ha KpunrorpadidHi
CTaHJapTH.

Kawuosi ciaoBa: kpunrorpadiuna xem-pynkuis; SHA-3; craructuune tecrysanas; NIST SP 800-22; kpunrorpadiuna
CTIHKICTB.
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