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Abstract. Topicality. The rapid development of mobile radio networks of the 5G and 6G standards is accompanied
by an increase in the volume of heterogeneous traffic, increased requirements for latency, reliability and adaptability of the
network infrastructure. Under conditions of dynamic topology, radio channel instability and limited spectral resources, traditional
data flow management mechanisms, developed mainly for wired IP networks, demonstrate limited efficiency. This makes it
relevant to study intelligent approaches to data flow management at the network level of the Open Systems Interconnection (OSI)
model, which provides logical addressing, routing and inter-node interaction. The subject of the study is methods for managing
data flows in mobile radio networks at the network level, as well as mechanisms for adapting them to the dynamic conditions of
the radio environment. The purpose of the article is to analyze existing methods for managing data flows to determine the
possibility of their application in mobile radio networks, to substantiate the need for intellectualization of the management
process and the formation of an intelligent approach to managing data flows at the network level of the OSI model. Results
obtained. The analysis of classical approaches to data flow management was carried out, their functions and limitations in the
conditions of mobile radio networks were determined. It was substantiated that the use of intelligent algorithms allows to increase
the efficiency of radio resource use, reduce transmission delays and ensure the stability of network operation in conditions of
variable bandwidth. A generalized model of an intelligent data flow management system at the network level is proposed, which
takes into account network state parameters and traffic characteristics in real time. The feasibility of integrating intelligent
mechanisms into the processes of routing and data flow management in mobile radio networks is determined, the advantages
and disadvantages of routing methods when used in mobile radio networks are outlined. Conclusion. Intellectualization of data
flow management at the network level of the OSI model is a necessary condition for ensuring the effective operation of new
generation mobile radio networks and increasing their adaptability, scalability and resistance to dynamic changes in the data
transmission environment.
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Introduction

Problem relevance. The rapid development of
mobile telecommunications and the introduction of new
generation networks is accompanied by a significant
increase in the volume of transmitted data, the emergence
of new types of services and increased requirements for
the quality of service of network traffic. Modern mobile
radio networks provide the functioning of a wide range
of applications - from mobile Internet and multimedia
services to the Internet of Things, autonomous transport
and real-time systems. In such conditions, the
requirements for effective data flow management,
minimizing delays, increasing the reliability of
information transmission and optimal use of limited radio
resources are significantly increasing.

At the same time, mobile radio networks are
characterized by a highly dynamic operating
environment, due to user mobility, changes in radio
channel parameters, uneven load and limited spectrum
bandwidth. Traditional data flow control mechanisms
used in IP networks are not always able to respond
effectively to rapid changes in the network state. The
network layer of the OSI model, which implements the
functions of routing, logical addressing, and packet
transmission control between network nodes, requires
special attention.

In this regard, it is relevant to study and implement
intelligent approaches to data flow management, which
involve the use of adaptive algorithms, network traffic
analysis methods and machine learning technologies to

make effective decisions in conditions of uncertainty and
dynamic changes in network parameters. The
intellectualization of the data flow management process
allows to increase the efficiency of radio resource use,
ensure the stability of network operation and improve the
quality of user service in new generation mobile radio
networks.

Literature review. In scientific research on the
functioning of telecommunication and mobile radio
networks, considerable attention is paid to the problems
of efficient transmission and service of information
flows. It is known that several data transmission routes
can pass through one node of a mobile radio network, as
a result of which network elements must ensure the
identification of traffic types and their differentiated
service in accordance with the requirements of quality of
service. This is due to the fact that different types of
traffic (data, voice, video) have different requirements
for delay, bandwidth and transmission reliability.

In the scientific literature, a data stream or
information flow is defined as a continuous sequence of
data united by common features that allow them to be
distinguished from the general network traffic. [1]
Researchers note that two main groups of statistical
characteristics are used to assess network performance
and ensure the required quality of service. The first group
includes packet delay characteristics, in particular packet
delivery delay, average delay value, maximum delay
time, delay variation and packet turnover time in the
network. The second group includes transmission speed
characteristics, such as instantaneous, average and peak
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data transfer rates. [1-3] It is these parameters that
determine the requirements of different types of traffic
for network resources.

Many authors emphasize that the main task of
telecommunication and mobile radio networks is the
reliable transmission of data streams with specified
quality of service parameters. The relevance of this
problem increases with the growth of the number of
modern application services that impose more stringent
requirements on the bandwidth of communication
channels, transmission delays and network stability. [4]
Multimedia services, streaming video and real-time
services are especially sensitive to network parameters.

Given that a significant part of information flows is
sensitive to network congestion, delays and packet loss,
scientific works emphasize the need to apply special
methods of data flow management. Such methods should
ensure effective decision-making under conditions of a
priori uncertainty arising from high user mobility,
changing network topology and instability of radio
channel parameters, which are characteristic of mobile
radio networks. [5-8]

In general, data flow management in a
telecommunication network is considered as a process of
matching the characteristics of information flows with
the parameters of network resources that provide their
service. This is achieved by setting the optimal values of
network element parameters, which guarantee data
transmission with a given quality of service. [9, 10] In
this case, the data flow management mechanism is
implemented as a set of rules and traffic processing
algorithms that determine packet transmission routes,
service strategies and disciplines in network nodes, as
well as procedures for preventing overloads and
blocking. In addition, an important component of such
mechanisms is the regulation of incoming traffic and
effective management of buffer resources of network
equipment.

In packet-switched networks, data flow control
methods are primarily aimed at preventing network
overload, optimally distributing resources between users,
and matching network performance with the level of
incoming load. At the same time, an analysis of modern
scientific publications shows that the effectiveness of
these mechanisms largely depends on the level of their
implementation in the network architecture, as well as on
the management methods used.

In this regard, further consideration of the problem
should be directed to the study of data flow management
levels in telecommunication networks, the definition of
the main functions of data flow management methods, as
well as the analysis of existing methods used to optimize
the transmission of information flows in modern
networks. This will allow us to determine their
advantages, limitations, and possibilities of use in mobile
radio networks.

The purpose of the article is to study and
generalize existing methods of data flow management in
order to assess the possibility of their use in mobile radio
networks, as well as to substantiate the feasibility of
implementing intelligent approaches to network traffic
management and to determine the conceptual principles

of building an adaptive data flow management system at
the network level of the OSI model.

1. Research into approaches to data flow
management for their application in mobile
radio networks (MRN)

In telecommunication networks, the following
levels of data flow control are distinguished [11]:

1) inter-node level - at this level, data flow control
is provided between two neighboring switching nodes in
order to prevent overflow of local buffers (OSI model
link layer);

2) network access level - the incoming flow is
limited based on the results of measuring the internal
network load. Management is carried out between
subscribers and the switching node (OSI model link and
network layer);

3) «switching node-source-switching node-
destination» level. Prevents overflow of the switching
node-destination buffer (OSI model network layer);

4) «process-process» level. Prevents overflow of
user buffers at the process level (OSI model transport
layer).

Taking into account the above, Fig. 1 shows the
main functions that should be implemented by data flow
control methods used in MRN, as well as the mechanisms
by which these functions can be implemented.

The purpose of collecting information about the
network state (the state of the information direction
between the sender and the recipient) is to determine the
list of controlled network parameters, the values of which
will be used by the node control system to make decisions
on data flow control, routing, energy resources, etc. [8]

Coordination of transmission and reception speeds,
as well as ensuring reliable information transmission at
all protocol levels, is based on mechanisms and methods
for reducing redundancy in information transmission,
detecting congestion, controlling the window size and
retransmission timer.

Congestion prevention is achieved by controlling
the incoming flow (flow limiting) in the nodes of the data
transmission network. In this case, methods of global and
local data flow control are distinguished. Global control
involves either limiting the total number of packets
transmitted in the network (isorhythmic control), or
limiting the number in each virtual connection "source-
destination" (end-to-end control). In accordance with
local control, either the total number of packets in the
switching node is limited, or the number of buffers
allocated to different classes of packets.

In addition, to prevent congestion, prediction
methods can be used, the main task of which is to predict
the network zone (section of the information direction)
that will be overloaded, using the collected information
about the network state. This will allow redirecting data
flows to less loaded routes (information about existing
routes from the network layer of the OSI model - the
routing control subsystem [12]) and avoid a sharp
reduction in network throughput.

21



Terra Security. 2026. Vol. 2, No. 1

ISSN ONLINE 3083-6328

Functions of data flow control methods

Collecting information about the state of the Matching Preventing Traffic shaping
network transmission and overload and organization
[ reception speeds
By volume By type By method - Inbound flow L Defining package
| Global | If necessary . Wave L Acknov&{ledgement management mgmtenance disci-
mechanisms - Local plines
- Local Periodi - Probe oca .
+ Periodic Tabul L Window manage- _ Global - Buffer allocation
- labular ment and reservation
- By events L Hybrid
ybri . .
- Defining data routing

- Congestion forecasting

Fig. 1. Functions of data flow control methods in mobile radio networks

Traffic shaping and ordering involves defining
packet service disciplines of different priorities (dropping
packets when queues are full — Tail Drop, Random Drop,
Drop from Front, Random Early Detection; methods that
determine the sequence of queue service — First In — First
Out, Class-Based Queuing, fair queue, Weighted Fair
Queuing, Priority Queuing, etc.; methods for pre-
reserving resources — bandwidth, processor performance,
buffer memory, etc.) and buffer allocation and
reservation (arbitrary allocation of buffer memory
between queues, limiting the maximum queue length,
partitioning with limiting the maximum queue length and
guaranteed minimum queue length).

Let us analyze and classify the methods of data flow
control that implement the above functions.

In fixed communication networks, reliable and
high-quality data flow transmission is ensured by the
functioning of transport layer protocols of the OSI model,
in particular TCP and UDP, as well as their
modifications.

The transport layer protocol UDP is responsible for
the transmission of multimedia information in real time,
but it does not have mechanisms for controlling data
flows and guaranteeing information delivery. Therefore,
the TCP protocol is the main data flow control protocol
in fixed communication networks, which ensures the
coordination of transmission speeds between all network
elements, prevents network congestion, and also ensures
reliable information delivery by establishing a virtual
connection between the sender and the recipient. At the
same time, the control parameters by which the TCP
protocol affects the network throughput S (1) are the size
of the congestion window W and the amount of time to
wait for a receipt confirming the correct reception of data
packets by the recipient (retransmission timeout) [4, 12]:

W - MSS
§=— "

Tr
where MSS — the maximum size of a transport layer

segment that can be sent to the network.

5 )

However, as the analysis [12-14] showed, the
specifics of the operating conditions of MRNs and the

differences in the tasks they solve make it impossible to
use TCP and UDP protocols when building MANET
class networks or significantly reduce their efficiency
due to the high dynamics of the network topology.

The classic TCP protocol has a number of
disadvantages [4, 9-10], which are especially noticeable
when used in networks with dynamic topology:

1) TCP cannot distinguish packet loss due to route
breakage from loss due to network congestion, so packet
loss in the MRN is always regarded by the protocol as
occurring due to congestion. This leads to low efficiency
of using the congestion window method in wireless
networks, where the probability of transmission route
breakage is significant due to the high dynamics of the
network topology. In this situation, instead of searching
and building new transmission routes, the TCP protocol
continues to generate retransmissions, filling the MRN
with service traffic;

2) «dishonest behavior» of TCP involves
competition between nodes for the channel bandwidth.
To determine the maximum possible congestion window,
a rapid increase in the intensity of sending segments is
carried out, which occurs until the packet is lost, after
which a more rapid reduction in the window size is
carried out to avoid network congestion. This drawback
leads to spikes in the network load and, accordingly, to
an increase in the probability of segment loss;

3) data flow control is carried out mainly by end
nodes without the possibility of intermediate nodes on the
route to influence packet transmission.

In order to increase the performance of the TCP
protocol, as well as its adaptation to the dynamic
environment of MR, a number of data flow control
methods have been developed: Tahoe, Vegas, Reno,
Newreno, Random Early Detection, etc. However, these
methods are focused on static or quasi-static conditions
of MR operation and do not eliminate the problem of the
TCP protocol associated with the inability to detect the
cause of packet loss [12, 14].

Considering the functions of data flow control
methods that should be implemented in MANET class
networks, as well as existing methods, it is proposed to
distinguish the following classification features of data
flow control methods (Fig. 2):
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by type: active (prevent overloads), reactive
(contain mechanisms for dealing with overloads after
their detection);

by the number of supported transmission speeds:
multi-speed (with the ability to switch to lower
transmission speeds in case of overload detection),
single-speed (without the ability to switch to other
speeds);

by the presence of feedback: with explicit feedback
(the router explicitly informs the load source about the
network state), without feedback (the sender is informed
about the overload through the receiver, thus they are
both responsible for determining the network state.
Implemented in Leaky Bucket and Token Bucket) [12,
14];

by type of data flows: external flow control (data
flows that pass through a node using it as a switch),
internal flow control (data flows that enter or exit an end
node);

by number of routes: single-path (data is transmitted
via one route), multi-path (data is transmitted via several
different routes);

by functioning at the OSI model level: single-layer
(at the link, network or transport level), inter-layer
(provide interaction between several levels of the OSI
model);

by the presence of service priority: without priority,
with priority;

by the place of control: end-to-end, between two
neighboring nodes, between processes of the upper layers
of the OSI model [11];

by the class of hardware: used in terminal
equipment or in routers;

by the control parameter: congestion window,
sender queue size, recipient queue size, retransmission
timer [12], route [15], topology [16], channel access
method (TDMA, CDMA, FDMA) [17].

Table 1 compares the data flow control methods
discussed above, taking into account the main
classification features shown in Fig. 2. Thus, it can be
concluded that the main attention of researchers engaged
in improving the TCP protocol for use in MANET class
networks is aimed at ensuring the interaction of the
specified protocol with protocols of other layers of the
OSI model (in particular, network and link). First of all,
this interaction should solve the issue of the inability of
TCP to detect the cause of packet loss in MRN. However,
to date, the considered methods (protocols) are only at
the stage of experimental research [14].

By control parameter
By type —Overload window By hardware
" . class
—Sender (recipient) queue size
—Retransmission timer
L-Route, topology, access method
L , I— In the final
Active Methods (protocols) for managing data equipment
—Reactive flows — In routers
By the number of By number of By functioning at | | By availability At the place of
supported transfer Upon By type of data routes layers of the OSI of service p
speeds feedback streams model priority management
—Single-speed I~ With explicit [— External flow — Single-route [~ Single-level — With priority —From end to end
LMulti-speed L feedback management L Interlevel L No priorit [~ Between two nodes
Without — Internal flow — Multi-route P Y L Between processes of
feedback management upper OSI layers

Fig. 2. Classification of data flow management methods (protocols)

Table 1 — Comparison of existing methods (protocols) for data flow management

OSI Route loss Control Network
Method model Control parameter detection/rerouting | room/equip- | Complexity ¢ We
layers capability ment P
TCP SL* OW* RTO* No /No Low Wired
TCP-F IL* OW, RTO Yes/No End-to-end / Medium MANET
End devices
ELFN IL OW, RTO Yes/ Yes Medium MANET
ATCP IL OW, RTO Yes/ Yes High MANET
Fixed RTO | SL OW, RTO Yes / No End-to-end / Low MANET
Sender node
TSR IL RT*, PRTT* Yes / Yes End-to-end / High MANET
End devices
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OSI Route loss Control Network
Method model Control parameter detection/rerouting | room/equip- | Complexity tvoe
layers capability ment yp
aGTCP IL B*, PRTT No /No Medium Ad-Hoc
C3Reno-2 IL TP*, OW No /No Medium Ad-Hoc
Fuzzy-RED SL OW, message queue No /No High MANET

* Marking: SL — single-level; IL — interlevel; OW — overload window; RTO — retransmission timeout; RT — route table; PRTT — packet

round trip time; B — bandwidth; TP — transmitter power.

A common drawback of existing approaches to
improving the TCP protocol is that intermediate nodes on
the transmission route either do not participate in the
process of managing data flows at all, or only measure
the network state parameters, without being able to
influence their optimization.

Also, the proposed approaches use a limited number
of parameters (taking into account only certain features
of the wireless environment), which does not allow for a
sufficiently accurate assessment of the network state. In
addition, most of the considered methods require
feedback from the network to assess the situation in it,
and are unable to make control decisions under
conditions of uncertainty. At the same time, the main
sources of uncertainty in MR control problems are [18,
19]:

complexity of the formalized description of MRN
and their management tasks, taking into account errors in
calculations and measurements;

vagueness of the goals
management tasks;

non-stationarity of MRN parameters and their
management system (high mobility of subscribers,
change and unpredictability of the network topology);

a priori uncertainty of the situation and conditions
of MRN functioning;

presence of random and intentional influences of
the external environment (means of destruction and
radio-electronic suppression);

distortion of information during transmission in
radio communication channels, etc.

Therefore, for effective data flow management in
MANET class networks, in addition to inter-layer
interaction, the following directions for improving the
TCP protocol and its modifications are proposed:

1. Using a set of heterogeneous parameters for
evaluating the state of the MRN to make decisions on
data flow management at different levels of the OSI
model.

2. Intellectualizing the data flow management
process.

3. Predicting the loss of connectivity between
mobile nodes.

4. Developing multi-path information transmission
methods.

of functioning and

The implementation of these approaches will
reduce the time spent on collecting and analyzing service
information about the network status, reduce the volume
of this information, and minimize errors associated with
making the wrong decision on managing the MR, taking

into account the requirements for transmitting certain
types of traffic. In addition, the use of knowledge
processing technologies will ensure the ability of nodes
to self-learn in the process of transmitting information
and the ability to self-organize into the network at the
stage of its initialization.

2. Developing an intelligent approach to data
flow management in MRN

Ensuring effective management of MR in
conditions of frequent changes in the situation is possible
only with the presence of a nodal control system capable
of making management decisions in conditions of
uncertainty. In addition, ensuring the ability of MR to
self-organize, as well as adapt its nodes to different
operating conditions requires the presence of a learning
subsystem as part of the nodal control system. The
functioning of the learning subsystem is not possible
without a knowledge base, the main task of which should
be the formation of new rules of "behavior" of the node
based on the analysis and generalization of information
about the state of MRN [6].

Today, control systems are intensively developing
in the direction of their intellectualization, while the
technology of making management decisions is
significantly changing. Intelligent information systems
(IIS) combine the capabilities of database management
systems and artificial intelligence technology, thanks to
which the storage of management information in them is
combined with its processing and preparation for use in
decision-making.

For a long time, it was believed that IIS are effective
only for solving the so-called non-formalized and poorly
formalized tasks associated with the need to include in
the algorithm for their solution data on training on real
experimental material (for example, pattern recognition
tasks). However, recently, IIS have been increasingly
used in solving tasks in communication and
telecommunications systems: switching control, routing,
traffic management, channel allocation in mobile radio
communication systems, etc. [20, 21].

Let us give some arguments in favor of the fact that
IIS should become the most important component of the
management system of a MANET network node:

firstly, the main problem in managing a MANET
network is the need to choose from a variety of possible
management solutions depending on the situation in the
network, as well as the requirements for transmitting a
certain type of traffic;

secondly, network management requires processing
a large amount of service information about its state,
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which is used by management methods of different levels
of the OSI model to make appropriate decisions. The
problem of obtaining information from objects (network
nodes) operating in real time has been solved today
(using various methods of network probing) [15]. But
this gave rise to another problem: how to reduce the
amount of service information to the level that is really
necessary for the management system to make a
decision? At the same time, it should be noted that the
loss of service information coming from network nodes
operating in real time can significantly affect the final
decision made by the management system;

thirdly, the lack of time for decision-making and the
problem of coordinating the interaction of control
methods that perform various functions (data flows,
routing management, topology, energy consumption,
security, etc.).

In this regard, in [19-21] it is proposed to
intellectualize the process of managing MRN resources
by using various knowledge processing technologies
when building a nodal control system.

Fig. 3 shows a generalized model of an intelligent
MRN node control system. The control system has a
rather complex structure, which includes a number of
functionally subordinate subsystems, including the data
flow control subsystem. Such a division involves a multi-
level organization of the control system, which has

developed intellectual capabilities for analyzing and
recognizing the situation in the MRN, forming a strategy
for the appropriate behavior of MRN nodes, planning a
sequence of actions, as well as synthesizing control
influences aimed at meeting the requirements for
servicing certain types of traffic.

It is important to note that the main architectural
feature that distinguishes an intelligent control system
from one built according to the “traditional” scheme
(Fig. 3) is connected precisely with the connection of
mechanisms for storing and processing knowledge (the
“knowledge base” block) to implement the ability to
perform the necessary functions in conditions of
uncertainty (incomplete information) with the random
nature of external influences. The knowledge base
contains information about the principles of building a
control system and the purpose of its functioning, the
specifics of using various control methods, as well as the
features of the functioning of the decision-making
subsystem and the control object itself. In addition, the
control system, if necessary, may include a subsystem for
replenishing knowledge and training, which provides
generalization of accumulated experience and, thus,
replenishes the base with new knowledge.

Intelligent mobile radio network node management system

Decision-making subsystem Knowledge base
. (= m———————————— ,i Management objective
Data flow management| _j ! Adjusting the
subsystem 1 management
Routi 3 ' objective lKn o Evledge d
outing management| | 2 H replenishment an
subsystem = ! storage subsystem
Topology management| )| E Decision
subsystem g implementation Learning and
Radio resource management L S subsystem knowledge formation
subsystem g subsystem
A
Energy resource cost| | E
management subsystem P MRN node Control, data collection
. 77} . .
Security management| | = (management object) and processing
subsystem - subsystem
QoS management subsystem || i E ‘SA& Controlled node &
parameters
Uncontrolled MRN Controlled MRN
parameters v parameters
<< Mobile radio network (external environment) I

Fig. 3. Generalized model of an intelligent control system for a mobile radio network node

The subsystem of control, collection, processing
and storage of data is intended for measurement of the
monitored parameters of mobile nodes and the radio
network as a whole. Different functions (levels) of
control require different volume (number of parameters)
and depth of collection of information about the state of
the network. The depth of collection by the i-th node of
the network is usually determined by the distance (area
in the presence of a positioning system), which is given

by the number of relay sections from this node. Of
course, knowledge of complete information about the
network allows to make more informed decisions, but
leads to a significant increase in service traffic in the
conditions of topology dynamics and input load.

The decision-making subsystem is built on the
principle of control functionality, which is presented in
[22]. Combining the functions of the control system into
relatively independent groups allows for the
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decomposition of network control into subsystems,
which greatly simplifies the task of developing
mathematical support for control.

The organization of elements of an intelligent
network control system requires the use of a set of
knowledge representation models, information support,
description of the controlled object, etc. The main
difference in building an intelligent MR control system is
the use of artificial intelligence methods and technologies
as the main means of combating the uncertainty of the
external environment. The practical implementation of
this concept assumes the selective use of certain
knowledge processing technologies depending on the
specifics of the tasks being solved and the characteristics
of the control object.

Thus, today, the intellectualization of control
systems and their transformation into IIS is taking place.
The introduction of IIS into the MRN control system will
allow:

to reduce the time spent on collecting and analyzing
service information about the network status, to reduce

the volume of this information by taking into account the
situation in the network, as well as the requirements for
traffic transmission;

to minimize errors associated with making the
wrong decision on radio network management, which are
caused by the human factor in the process of network
initialization.

3. Managing data flow routing at the network
layer of the OSI model

Data flow management at the network layer of the
OSI model is carried out by routing data flows between
the sender and the recipient. Today, there is a large
number of studies related to the study of data flow routing
processes in both fixed networks and MANET class
networks. A detailed classification (Fig. 4) of routing
methods (RM), as well as the functions performed by
MRN in fixed networks and MANET class networks are
given in [15].

//, Routing methods |
Method of Number of || Number and type || Number of || Type of Availability of a Network Decision
constructing recipients of parameters in routes routes positioning system | | organization making
and maintai- the metric
ning aroute || single-user | one- } one-way - symmetrical coordinate hierarchical [ passive
- tabular arameter - multipath L asymmetrical ° non-coordinate - single-level - active
- grou . .
probe group - multi- energy-saving
- hybrid - wave parametric - with a given quality of

Fig. 4. Classification of routing methods

In the context of data flow management in mobile
radio networks, an important role is played by the
effective organization of routing, which is implemented
at the network layer of the OSI model. It is at this level
that the selection of packet transmission routes between
network nodes is carried out, which directly affects the
data delivery delay, the level of packet loss and the
overall network performance. This process becomes
particularly complex in mobile radio networks, where the
network topology can change dynamically due to the
movement of nodes and the instability of the radio
channel.

According to the above classification (Fig. 4),
routing methods are divided into three main classes
according to the method of constructing and maintaining
routes: table-oriented, probe and hybrid. Each of these
approaches has its own peculiarities of organizing the
routing process and a different level of efficiency in
dynamic mobile networks.

Table-oriented routing methods involve constant
maintenance of up-to-date information about the network
topology and available routes to other nodes in the
network nodes. To do this, each node generates and
periodically updates routing tables containing
information about the optimal paths for transmitting
packets. The advantage of this approach is the possibility

of fast data transmission without additional route search
procedures when the need arises for transmitting packets.
However, in mobile radio networks, where the topology
often changes, constant updating of routing tables leads
to an increase in service traffic and load on network
resources.

Probe routing methods are based on a different
principle: routes are formed only when there is a need to
transfer data between nodes. In this case, the source node
initiates the route search procedure by distributing
special requests in the network. After the route is
established, data transmission is carried out along the
found path. This approach allows you to reduce the
amount of service information in the network, since there
is no need to constantly update routing tables. However,
the route search procedure can lead to additional delays
before data transmission begins.

Hybrid routing methods combine the advantages of
table-based and probe-based approaches. Within such
methods, the network is usually divided into certain
logical zones or clusters. Within a zone, routes are
maintained according to the tabular principle, which
provides fast access to local nodes, while for interaction
between different zones, a probe route search mechanism
is used. This approach allows to reduce the amount of
service traffic and at the same time reduce the time for
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establishing routes, which is especially important for
mobile radio networks with dynamic topology.

Thus, the analysis of existing classes of routing
methods shows that each of them has both advantages
and limitations when used in mobile radio networks. The
high dynamics of the operating environment, the
variability of radio channel parameters and the
unevenness of the network load complicate the
application of traditional routing algorithms. In this
regard, the search for new approaches to managing data
flow routing is relevant, in particular, using intelligent
methods that can adapt to the current state of the network
and ensure more efficient use of network resources.

Discussion of results

In the course of the study, approaches to data flow
management in mobile radio networks were analyzed and
the features of their application in a dynamic network
environment were determined. The analysis of the
functions of data flow management methods showed that
the main tasks of such methods are to regulate traffic
intensity, prevent network overload, optimize the use of
network resources and ensure the required quality of
service for different types of traffic. Based on the study
of literature sources, a classification of data flow
management methods was carried out and their
comparative analysis was conducted. The results
obtained indicate that traditional data flow management
methods function effectively in relatively stable
networks, however, in mobile radio networks their
effectiveness is reduced due to the variability of the
topology, instability of the radio channel parameters and
uneven network load.

The second important aspect of the research was the
formation of an intelligent approach to data flow
management in mobile radio networks. The article
proposes a generalized model of an intelligent control
system for a mobile radio network node, in the structure
of which special attention is paid to the decision-making
subsystem. Within this subsystem, a data flow
management subsystem and a routing subsystem are
distinguished, which ensure adaptive decision-making
regarding the allocation of network resources and the
selection of data transmission routes. This approach
allows taking into account the current state of the
network, traffic characteristics and radio environment
parameters, which creates the prerequisites for increasing
the efficiency of mobile radio networks.

Special attention is paid to the management of data
flow routing at the network level of the OSI model. The
article provides a classification of routing methods,
which include table-oriented, probe and hybrid methods.
For each of these approaches, characteristic features,
advantages and limitations when used in mobile radio
networks are determined. The analysis showed that table-
oriented methods provide fast access to routes, but create
significant service traffic, probe methods allow to reduce
the amount of service information, but can cause

additional delays in route establishment, while hybrid
approaches combine the advantages of both methods, but
require more complex management mechanisms.

The results obtained confirm the feasibility of
integrating intelligent mechanisms into the processes of
data flow management and routing in mobile radio
networks. The use of intelligent algorithms within the
decision-making subsystem allows adapting the
management process to changes in the network state and
traffic characteristics, which contributes to increasing the
efficiency of network resource use and improving quality
of service indicators. Thus, the results of the study
confirm the prospects for further development of
intelligent data flow management methods at the network
level of the OSI model for new generation mobile radio
networks.

Conclusions

The article considers the features of data flow
management in new generation mobile radio networks
and analyzes the possibilities of applying existing traffic
management methods at the network level of the OSI
model. The analysis showed that traditional approaches
to data flow management, developed mainly for wired IP
networks, do not fully take into account the specifics of
the functioning of mobile radio networks, in particular,
dynamic topology changes, instability of radio channel
parameters, and uneven network load.

It has been established that the efficiency of mobile
radio networks largely depends on the mechanisms of
routing and data flow management, which should ensure
rational allocation of network resources, minimize
transmission delays and reduce the probability of packet
loss. The analysis of routing methods has shown that
table-oriented, probe and hybrid approaches have both
advantages and certain limitations when wused in
conditions of high mobility and variable bandwidth of
communication channels.

The feasibility of using intelligent approaches to
data flow management, which allow adapting the
decision-making process to the current state of the
network, traffic characteristics and changes in radio
environment parameters, is substantiated. The use of
intelligent algorithms in routing and traffic management
processes creates the prerequisites for increasing the
efficiency of radio resource use, improving the quality of
service and ensuring the stability of mobile radio
networks.

The results obtained indicate the prospects for
further research in the direction of developing intelligent
methods for managing data flows at the network level, in
particular methods for adaptive routing and network load
forecasting. The implementation of such approaches can
become the basis for building effective traffic
management systems in mobile radio networks of 5G
standards and promising 6G networks.

27



Terra Security. 2026. Vol. 2, No. 1 ISSN ONLINE 3083-6328

REFERENCES

1. Chen, T. M. (2012), “Network Traffic Modeling”, In book: Handbook of Computer Networks, pp.326-339,
DOI:10.1002/9781118256107.ch21

2. Mazhar, T., Malik, A., Mohsan, S. A. H. etal. (2023), “Quality of Service (QoS) Performance Analysis in a Traffic Engineering
Model for Next-Generation Wireless Sensor Networks”, Symmetry, Vol. 15(2), https://doi.org/10.3390/sym15020513

3. Aurif, A, Jamil, F., Haider, S. Z. Q., and Ali, M. Z. H. (2025), “Optimizing Congestion Control For Quality Of Service (QOS)
In Bandwidth-Constrained Wireless Networks”, Spectrum of Engineering Sciences, Vol. 3, Iss. 6, DOL
https://doi.org/10.5281/zenodo.15662476

4. Akbar, M. S., Hussain, Z., Ikram, M., Sheng, Q. Z. and Mukhopadhya, S. C. (2025), “On challenges of sixth-generation (6G)
wireless networks: A comprehensive survey of requirements, applications, and security issues”, Journal of Network and
Computer Applications, Vol. 233, https://doi.org/10.1016/j.jnca.2024.104040

5. Rodriguez, F. L., Dias, U. S., Campelo, D. R., Albuquerque, R. de O., Lim, S.-J. and Villalba, L. J. G. (2019), “QoS
Management and Flexible Traffic Detection Architecture for 5G Mobile Network”, Sensors, Vol. 19(6),
https://doi.org/10.3390/s19061335

6. Salnyk, S. (2024), “Analysis of methods of data flow management in mobile radio communication means”, Information
Technology and Security, Vol. 12(1), pp. 113-120, https://doi.org/10.20535/2411-1031.2024.12.1.306277

7. Fares, S. A. and Adachi, F. (2010), “Mobile and Wireless Communications Network Layer and Circuit Level Design”,
Published by IN TECH d.o.o., http://dx.doi.org/10.5772/138

8. Salnyk, S. (2022), “Intellectual management methodology of interaction of control system elements in mobile radio networks”,
Information Technology and Security, Vol. 10(2), pp. 241-249, https://doi.org/10.20535/2411-1031.2022.10.2.270584

9. Oboznyi, D. and Kulakov, Y. (2025), “Intelligent Traffic Management Method In Software-Defined Networks Based On
Behavioural Classification And Adaptive Priority Service”, Information, Computing and Intelligent Systems, No. 7, pp. 4-22,
DOI: https://doi.org/10.20535/2786-8729.7.2025.334049

10. Rukkas, K., Shklovskyi, V., Morozova, A. and Kuznietcova, V. (2024). “Real-time traffic management in computer networks”,
Bulletin of V.N. Karazin Kharkiv National University, Series «Mathematical Modeling. Information Technology. Automated
Control Systemsy, Vol. 64, pp. 79-89, https://doi.org/10.26565/2304-6201-2024-64-08

11. Benvenuto, N. and Zorzi, M. (2011), “Principles of Communications Networks and Systems”, In book: Communications
Networks and Systems, DO1:10.1002/9781119978589

12. Kostiuk, Y. and Shestak, Y. (2021), “The transport laver of the ISO/OSI model in computer networks”, Commodity science.
Technologies. Engineering. 40, 4, pp. 49—58, DOI1:10.31617/tr knute.2021(40)05

13. Tsallis, C., Papageorgas, P., Piromalis, D. and Munteanu, R. A. (2026), “Industrial Wireless Networks in Industry 4.0: A
Systematic Review”, J. Sens. Actuator Netw, 15(1), 7, https://doi.org/10.3390/jsan15010007

14. Hanbali, A., Altman, E. and Nain, P. (2005), “A Survey of TCP over Ad Hoc Networks”, IEEE Communications Surveys &
Tutorials, 7 (3), pp. 22 — 36, DOI:10.1109/COMST.2005.1610548

15. Nalapko, O., Sova, O., Shyshatskyi, A., Protas, N., Kravchenko, S., Solomakha, A., Neroznak, Y., Gaman, O., Merkotan, D.
and Miahkykh, H. (2021), “Analysis of methods for increasing the efficiency of dynamic routing protocols in
telecommunication networks with the possibility of self-organization”, Technology Audit and Production Reserves, 5(2(61),
pp- 4448, https://doi.org/10.15587/2706-5448.2021.239096

16. Qiao, L., Yan, H., Xu, Y., Ma, W. and Y1, J. (2024), “Research on Topology Management Methods for Large-Scale Satellite
Networks”, 2024  10th  International  Conference  on Computer  and  Communications  (ICCC),
DOI: 10.1109/ICCC62609.2024.10941749

17. Kukushkin, A. (2018), “Types of Mobile Network by Multiple-Access Scheme”, In Introduction to Mobile Network
Engineering, https://doi.org/10.1002/9781119484196.ch2

18. Wang, Z., Sun, Y. and Yuan, S. (2022), “Intelligent radio access networks: architectures, key techniques, and experimental
platforms”,  Engineering  Information  Technology &  Electronic  Engineering, Vol. 23(1), pp. 5-18,
DOI:10.1631/FITEE.2100305

19. Samper Mota, M. (2022), “Towards radio access network intelligence in mobile communication systems beyond 5G”, URL:
https://upcommons.upc.edu/entities/publication/2¢7584ef-7826-46da-a574-5f4d82413713

20. Vinya, V.L., Sahithi, G., Gopal, S.V., Rao, G.V. and Shaikh, M. (2023), “An Analysis on Cognitive Radio Adhoc Networks:
Categories, Problems, and Solutions”, Proceedings of the 14th International Conference on Soft Computing and Pattern
Recognition (SoCPaR 2022), Lecture Notes in Networks and Systems, Vol 648, Springer, Cham, https://doi.org/10.1007/978-
3-031-27524-1_32

21. Lee, K-E., Park, J. G. and Yoo, S-J. (2021), “Intelligent Cognitive Radio Ad-Hoc Network: Planning, Learning and Dynamic
Configuration”, Electronics, Vol. 10(3), https://doi.org/10.3390/electronics 10030254

22. Hao, J., Xiao, Y., Zhou, W. and Wang, P. (2026), “Network Basics and Management”, In: Operating System Basics and
Practice, Springer, Singapore, https://doi.org/10.1007/978-981-95-2185-2 7

Received (Hanmiitna) 26.02.2026
Accepted for publication (IIpuitasita no apyky) 16.03.2026

BIIOMOCTI ITPO ABTOPIB/ ABOUT THE AUTHORS

Kyk ITaBsio BacuisoBHY — KaHIUIAT TEXHIYHUX HAYK, JOLEHT, HAYAJIBHHUK iIHCTUTYTY MPOQeCiiHOi BiiiCEKOBOT OCBITH « BUIIKiN
ninepiB», Hanionansauii yHiBepcuTeT o6oponu Ykpainu, Kuis, Ykpaina;
Pavlo Zhuk — Candidate of Technical Sciences, Associate Professor, Head of the Professional Military Education Institute
«Leadership School», National Defence University of Ukraine, Kyiv, Ukraine;
e-mail: juk2011@ukr.net; ORCID Author ID:_https://orcid.org/0000-0002-9628-8074;
Scopus ID: https://www.scopus.com/authid/detail.uri?authorld=54418403100.

28


https://www.researchgate.net/scientific-contributions/Thomas-M-Chen-80694910?_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InB1YmxpY2F0aW9uIiwicGFnZSI6InB1YmxpY2F0aW9uIn19
https://doi.org/10.1002/9781118256107.ch21?urlappend=%3Futm_source%3Dresearchgate.net%26utm_medium%3Darticle
https://www.researchgate.net/profile/Tehseen-Mazhar-2?_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InB1YmxpY2F0aW9uIiwicGFnZSI6InB1YmxpY2F0aW9uIn19
https://www.researchgate.net/profile/Amir-Malik-7?_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InB1YmxpY2F0aW9uIiwicGFnZSI6InB1YmxpY2F0aW9uIn19
https://www.researchgate.net/profile/Syed-Agha-Hassnain-Mohsan?_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InB1YmxpY2F0aW9uIiwicGFnZSI6InB1YmxpY2F0aW9uIn19
https://www.mdpi.com/journal/symmetry
https://doi.org/10.3390/sym15020513
https://zenodo.org/search?q=metadata.creators.person_or_org.name:%22Abdulrehman+Arif,Furqan+Jamil,Syed+Zohair+Quain+Haider,Muhammad+Zeeshan+Haider+Ali%22
https://doi.org/10.5281/zenodo.15662476
https://www.sciencedirect.com/author/57208669610/quan-z-sheng
https://www.sciencedirect.com/author/24479163700/subhas-chandra-mukhopadhyay
https://www.sciencedirect.com/journal/journal-of-network-and-computer-applications
https://www.sciencedirect.com/journal/journal-of-network-and-computer-applications
https://doi.org/10.1016/j.jnca.2024.104040
https://www.mdpi.com/journal/sensors
https://doi.org/10.3390/s19061335
https://doi.org/10.20535/2411-1031.2024.12.1.306277
http://dx.doi.org/10.5772/138
https://doi.org/10.20535/2411-1031.2022.10.2.270584
https://doi.org/10.20535/2786-8729.7.2025.334049
https://doi.org/10.26565/2304-6201-2024-64-08
https://doi.org/10.1002/9781119978589?urlappend=%3Futm_source%3Dresearchgate.net%26utm_medium%3Darticle
https://doi.org/10.31617/tr.knute.2021(40)05
https://www.mdpi.com/journal/jsan
https://doi.org/10.3390/jsan15010007
https://doi.org/10.1109/COMST.2005.1610548
https://doi.org/10.15587/2706-5448.2021.239096
https://ieeexplore.ieee.org/author/37088770626
https://ieeexplore.ieee.org/author/37085393124
https://ieeexplore.ieee.org/author/37089413849
https://ieeexplore.ieee.org/author/37090088785
https://ieeexplore.ieee.org/author/204415382917626
https://ieeexplore.ieee.org/xpl/conhome/10939037/proceeding
https://doi.org/10.1109/ICCC62609.2024.10941749
https://doi.org/10.1002/9781119484196.ch2
https://www.researchgate.net/journal/ENGINEERING-Information-Technology-Electronic-Engineering-3069-8936?_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InB1YmxpY2F0aW9uIiwicGFnZSI6InB1YmxpY2F0aW9uIn19
https://www.researchgate.net/journal/ENGINEERING-Information-Technology-Electronic-Engineering-3069-8936?_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InB1YmxpY2F0aW9uIiwicGFnZSI6InB1YmxpY2F0aW9uIn19
https://doi.org/10.1631/FITEE.2100305
https://upcommons.upc.edu/browse/author?startsWith=Samper%20Mota,%20Marta
https://upcommons.upc.edu/entities/publication/2c7584ef-7826-46da-a574-5f4d824f3713
https://doi.org/10.1007/978-3-031-27524-1_32
https://doi.org/10.1007/978-3-031-27524-1_32
https://www.mdpi.com/journal/electronics
https://doi.org/10.3390/electronics10030254
https://doi.org/10.1007/978-981-95-2185-2_7
https://www.scopus.com/authid/detail.uri?authorId=54418403100

ISSN PRINT 3083-6298 Tepuropis 6e3nekn. 2026. T. 2, Ne 1

Boiitko Onexcanap BosognmMupoBu4 — NOKTOp BilfiCEKOBUX HayK, JOIEHT, HA4JaJbHUK [HCTUTYTYy cTpaTerivHuX KOMyHIKamil,
Hanionansauii yHiBepcuteT o60oporu Ykpainu, Kuis, Ykpaina;
Oleksandr Voitko — Doctor of Military Sciences, Associate Professor, Head of the Institute of Strategic Communications,
National Defense University of Ukraine, Kyiv, Ukraine;
e-mail: o.voytko@ukr.net; ORCID Author ID: https://orcid.org/0000-0002-4610-4476;
Scopus ID: https://www.scopus.com/authid/detail.uri?authorld=57210362201.

Tomamencokuii Borman IlaicilioBHY — KkaHAMAAT TEXHIYHUX HAyK, CTapIIMH HAyKOBHIl CIIBPOOITHHK, IOIEHT Kadeapu
KibepOesnekn, TepHOMIIbCHKUN HAlIOHATBHIH TeXHIYHUH yHiBepcuteT iM. 1. [Tymros, TepHoming, Ykpaina;
Bogdan Tomashevsky — PhD, Senior researcher, Associate Professor Department of Cyber Security, Ternopil Ivan Puluj
National Technical University, Ternopil, Ukraine;
e-mail: bogdan_tomashevsky@tntu.edu.ua; ORCID Author ID: https://orcid.org/0000-0002-1934-4773;
Scopus ID: https://www.scopus.com/authid/detail.uri?authorld=57208026171.

IHTEJEKTYAJII3ALIA YIIPABJIHHA IOTOKAMMU JAHUX Y MOBLJIBHUX PAJITIOMEPEXAX HA
MEPEKEBOMY PIBHI MOJIEJII OSI

I1. B. Xyk, O. B. Boiitko, b. I1. TomameBcbkuit

AHoTania. AktyanabHicte Temu. CTpiMKHHA pPO3BHTOK MOOITBHMX pamioMepex craHmapriB 5G ta 6G
CYIPOBODKYETECSI 3POCTaHHAM OOCSTIB TeTepOreHHOro Ttpadiky, MiIBHIICHHSAM BHMOT 1O 3aTPHMKH, HAAIHOCTI Ta
aJIalITUBHOCTI MEPEXeBOi 1HPpacTPyKTypH. 3a YMOB JAMHAMIYHOI TOMOJIOTii, HECTAOUIBHOCTI pagioKaHaIy Ta OOMEXEHOCTI
CHEKTPAIBHUX PECYpCiB TpaauLiiiHI MEXaHi3MH YNpPAaBIiHHA MOTOKaMH IaHUX, PO3POOJICHI MepeBakHO AT ApPOTOBHX IP-
MEPEK, TEMOHCTPYIOTh 0OMEXKEHY e(PEKTHBHICTh. ]e 3yMOBIIOE aKTyalbHICTh JIOCIIDKCHHS IHTEIICKTYaTi30BaHHX i IXOIB JI0
YIpaBJIiHHSA MOTOKaMH JAaHUX caMe Ha MepexxeBoMy piBHI Mozeni Open Systems Interconnection (OSI), sikuit 3abe3neuye
JIOTIYHY aJpecariiro, MapIIpyTH3aLiio Ta MDKBY3JIOBY B3aeMozito. IIpeqvMeTom rocaiakeHHsI € METOIM YIIPABIIIHHS TOTOKAMH
JaHUX y MOOUTBHHMX pajioMepekax Ha MEpEeKEBOMY pPIiBHI, a TakoX MEXaHi3MH iX ajanTamii 10 JHHAMIYHHX YMOB
(byHKIIOHYBaHHS paniocepenoBuIa. MeTor0 CTaTTi € aHaI3 iICHYIOUMX METOJIIB YIIPABIIiHHS TOTOKAMH JAHHUX JULS BU3HAYCHHS
MOXIIMBOCTI iX 3acTOCyBaHHA B MOOUIBHHX palioMepexax, OOIpyHTYBaHHS HEOOXiJHOCTI IHTeJeKTyai3amii Hporecy
YHOpaBITiHHA Ta GOPMYBaHHS IHTEIEKTYAIBHOTO MiIXOLY 10 YIPaBIiHHS IIOTOKaMH JaHUX Ha MepexeBoMy piBHI Moaeni OSL
OtpuMani pe3yabTaTu. 30IHCHEHO aHANI3 KIACHYHHX IiJXOIB 10 YIPaBIiHHI HOTOKaMH JaHHUX, BU3HAYCHO iX (yHKIII Ta
oOMexeHHs B yMOBaX MOOUTHHUX pamioMepex. OOIpyHTOBAHO, MI0 BUKOPUCTAHHS 1HTEIEKTYaJlbHUX AJTOPHTMIB JI03BOJISIE
MIBHINUTH €()EKTHBHICTh BHUKOPHCTAHHS PaJiopecypciB, 3MEHIIMTH 3aTPUMKH Ilepenadi Ta 3a0e3IeuuTH CTaOLIbHICTh
(YHKIIOHYBaHHS MepeXi B YMOBaX 3MiHHOI IPOITyCKHOI 3JaTHOCTi. 3alpONOHOBAHO y3arajJbHEHY MOJEINb iHTENEeKTyalbHOT
CHCTEMH YIpPABIIHHS MOTOKAMHU JaHHX Ha MEPEeXEBOMY piBHI, sIKa BPaxOBYe MapaMeTpH CTaHy Mepei Ta XapaKTepUCTHKU
Tpadiky B peabHOMY 4aci. BU3HaueHO NOLINBHICTE iHTErpamil iHTeNeKTya IbHUX MEXaHi3MiB y MpOLeCH MapIupyTH3amil Ta
YIpaBITiHHS MOTOKAMHU JAHWX y MOOUIBHHUX pamioMepexax, OKpPEClIeHO MepeBaru Ta HEJOJIKH METOJIB MapIIpyTH3alii IpH
BUKOPHCTaHHI B MOOUIBHUX paiioMeperkax. BHCHOBOK. [HTenekTyaizalis ynpaIiHHs IOTOKAMU JaHUX Ha MEPEKEBOMY PiBHI
mogeri OS] € HeoOXimHOIO YMOBOIO 3a0e3nedeHHs epEeKTHBHOTO (DYHKIIOHYBaHHS MOOLTFHHX PalioMepeX HOBOTO TIOKOJIIHHS
Ta ITiIBUIIEHHS iX aJalTHBHOCTI, MAacIITA00OBAHOCTI # CTIHKOCTI 10 AMHAMIYHHX 3MiH CEpeIOBHIIA ITepeIadi JaH!UX.

Kamo4doBi cioBa: iHTeNeKTyami3alis yIpaBliHAS;, MOOUTBHI palioMepexi; MepekeBHUil piBeHb; Moaenb OSI; ynpaBmiHHSL
MOTOKAMH JIaHHX.
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