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6G SECURITY REQUIREMENTS THROUGH THE LENS OF THREAT EVOLUTION

Abstract. Topicality. The development of mobile networks from 4G to 6G was accompanied by fundamental architectural
changes, such as the transition to software, cloud and Al-oriented solutions, which radically expand the attack surface and
complicate the organization of security. The experience of 4G (where problems with secure data transmission, signal
vulnerability and confidentiality were revealed) and 5G (where risks of violating the isolation of network slices and
compromising open APIs arose) showed that for 6G it is necessary to implement the "security-by-design" model. However,
there is still a lack of a systematic approach to defining architectural requirements that would cover both legacy and new
threats. The subject of study in the article is the security architecture of sixth-generation networks. The purpose of the article
is to create a structured list of security requirements for 6G networks, formed on the basis of an analysis of evolutionary
threats and the specifics of a new, multi-domain architecture. The following results were obtained. The analysis of 4G and
5G identified key legacy risks (DoS/DDoS, MitM, attacks on cores and slices of networks). Considering these risks, as well as
specific threats of 6G (attacks on the Al lifecycle, post-quantum risks, THz/RIS/VLC and DLT/Blockchain vulnerabilities), a
comprehensive list of general security requirements for 6G networks was formed, such as the implementation of a zero-trust
architecture, post-quantum cryptography, AI/ML lifecycle protection, privacy by default, physical security for new
spectra/technologies, AlOps-based resilience principles for autonomous self-healing and unification of global standards.
Conclusion. The formed requirements provide the basis for implementing the "security by default" paradigm in a multi-

domain, Al-oriented 6G architecture.
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Introduction

Problem relevance. The development of mobile
networks from 4G to 6G brings not only higher speeds
and lower latency, but also a transition from hardware to
software-implemented solutions, open interfaces and
distributed computing, which completely changes the
approaches to security [1-2]. 4G has already the
transition to “all-IP” and the separation of the control
and wuser planes, although it had performance
advantages, but expanded the possibilities for attacks.
These vulnerabilities appeared in signaling processes,
data transmission between the station and the core and
in user privacy [3]. In 5G, the service-based architecture
(SBA), together with software-defined networking
(SDN) and network functions virtualization (NFV),
Multi-Access Edge Computing (MEC) and end-to-end
network separation, turned it into a “cloud data center”
with strict quality requirements, while adding risks of
isolation violations and complexity in management [4-
5]. 6G is expected to be a platform built from the
ground up on Al and cloud technologies, with intent-
based control, digital twins and the fusion of terrestrial
and non-terrestrial networks (SAGIN), requiring built-in
security by default and an end-to-end trust model [6-8].

Literature review. Research on 4G points to
typical threats to all-IP networks — eavesdropping, man-
in-the-middle attacks, jamming, rogue base stations,
signaling storms and risks to the network core that may
be inherited by subsequent generations [3]. Research on
5G points to weaknesses in the SDN/NFV stack, open
APIs, MEC and risks of breaking isolation between
network slices [4, 9-10]. For 6G, the NGMN/SOLIDS
concepts describe a three-layer model and four cross-
cutting planes (data/Al/security/collaboration), a single
resource space from device to cloud and the integration
of terrestrial networks. Also, the scientific part focuses
on the need to implement zero trust, post-quantum

encryption, privacy by default and artificial intelligence
(AI) lifecycle security, as well as physical security for
new technologies [1-2, 6-8]. Additional reviews
systematize both old threats (DoS/DDoS, MitM) and
new ones (Al supply chain attacks, post-quantum
cryptography (PQC) transition, attacks on new
technologies, cross-domain trust issues), emphasizing
the need for unified standards [5, 9]. However, despite
the extensive number of review and vision papers
focusing on prospective 6G threats, a comprehensive
and systematic approach to defining security
requirements is currently lacking. Existing studies either
focus too broadly on the security of future technologies
(AI, PQC, reconfigurable intelligent surface (RIS)) or
limit themselves to cataloging 6G risks without offering
a structured, actionable set of requirements

The purpose of the research is to create
requirements for the security of 6G networks, taking
into account the experience of previous generations (4G
and 5G). To achieve this purpose, it is necessary to
identify architectural features and typical threats for 4G
and 5G networks. It is also necessary to identify
potential threats to the 6G network by analyzing legacy
vulnerabilities and the specifics of the new architecture.
Based on this, a list of 6G security requirements will be
formed, consistent with the principles of leading
industry documents, which is the basis for implementing
"built-in" security as an integral feature of the 6G
architecture.

1. 4G

The 4G LTE system is built on a new “all-IP”
model with a “flat” structure. It combines only three
main parts that work as a single mechanism: User
Equipment (UE), E-UTRAN radio network (consisting
of eNodeB base stations) and EPC packet network core.
UE devices communicate with eNodeB using special
access protocols and E-UTRAN is connected directly to
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evolved packet core (EPC) — a powerful IP system that
connects to external provider networks. This simple
organization was the key to reducing delays and
unifying data and voice transmission, which opened the
way to the massive mobile Internet [3].

Inside the packet network core, advanced elements
operate, which are the intelligence center of the
network. Among them, the access gateway node (AGW)
stands out, which combines very critical functions, in

particular the role of Mobility Management Entity
(MME). MME is responsible for user equipment (UE)
identification, its authentication and mobility. To ensure
reliability and performance, the architecture supports a
“mesh” topology, where each base station (eNodeB) can
connect to multiple AGWSs. In addition, its full
compatibility with the TCP/IP stack greatly simplifies
connectivity to any external IP devices, such as routers
and servers [3].

EPC
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Fig. 1. 4G LTE System Architecture [3]

In summary, the 4G architecture achieved a unique
combination. It simplified both the control plane (CP),
which handles the signals, and the user plane (UP),
which carries the data itself. This separation of
functions, together with the idea of “all-IP” integration,
was the basis for the further development towards 5G
networks. However, at the same time, this change in
architecture also expanded the “attack surface”, creating
new possible weaknesses in the signaling and the data
transmission system [3].

The LTE security model is purposefully focused
on two key areas: protecting unique user identifiers and
strengthening the integrity of signals between the user
equipment (UE) and the network core. To protect user
data, SIM cards and UEs use temporary identifiers,
which reduces the risk of leakage of permanent IDs. The
security of signaling exchanges between the UE and
MME is also significantly strengthened, and special
protocols for encryption key management and
authentication are used for secure transitions between
4G and non-4G networks [3].

In the LTE core (EPC), the critical elements are
the Serving Gateway (SGW) and Packet Data Network
Gateway (PGW) gateways, through which user traffic
passes and the exit/entry points to external networks, so
the security model provides for mutual authentication at
the interfaces and protection of inter-network
communication channels. The foundation of this model
is a developed key hierarchy that provides session key
generation and encryption/integrity for the control plane
(RRC/NAS) and secure transport connections between

eNodeB and AGW (IPsec), while user plane encryption
is performed on the UE—eNodeB link in PDCP [3].

Although LTE has advanced security mechanisms
(including mutual authentication, encryption, and the
use of temporary identifiers), practical experience has
revealed a persistent set of threats: from passive
eavesdropping and man-in-the-middle (MitM) attacks to
active jamming and signal “storms” [3].

Let’s consider the main threats inherent in 4G
networks:

Eavesdropping and Data Interception. An attacker
can carry out unauthorized interception of
communications. This is done using flaws in protocols
or incorrect settings of security mechanisms (such as
IPsec/TLS). The result is an uncontrolled leak of highly
sensitive information [3].

Man-in-the-Middle (MitM). This type of attack
allows an attacker to intercept and modify traffic
between a subscriber and the network by exploiting
weak authentication mechanisms or by substituting
legitimate network elements — in particular, through the
use of rogue base stations (rogue eNodeBs) [3].

Jamming and Denial of Service (DoS/DDoS).
Jamming creates noise or false signals that overload
communication channels, making the network unusable
by normal wusers who physically disrupt the
communication channel. Denial of Service (DoS/DDoS)
attacks overload the network with excessive traffic,
which degrades the quality of the network or makes it
unavailable [3].

Fake Base Stations (IMSI-Catchers). These
malicious base stations skillfully imitate the operator's
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real communication towers, forcing user devices (UEs)
to connect to them. This allows attackers to intercept
and manipulate traffic, and force devices to downgrade
to a less secure standard [3].

Signaling Storms. This type of attack occurs when
too many RRC/NAS messages are sent. They overload
the network's signaling system, causing long delays and
connection failures [3].

Replay Attacks. The attacker intercepts valid
signaling or data messages and then retransmits them to
another user or network in order to bypass security
checks or interrupt an active communication session [3].

Redirection Attacks. The essence of this threat is to
change the routing or authentication systems in order to
direct traffic from the user's device to malicious
networks or websites. This attack is carried out by
intercepting and altering signaling messages or
exploiting vulnerabilities in the network's routing and
authentication processes [3].

Threats to Core Elements (SGW/PGW). As
previously mentioned, SGW and PGW gateways are

NSA

(<))

— Data plane
=== Control plane

critical components of the LTE architecture, attacks
targeting them can disrupt the entire network, causing
major system failures and uncontrolled data leaks [3].

2.5G

The development of the fifth generation of mobile
communications (5G) is not just about increasing speed,
but a fundamental change in the way networks are built.
Instead of a single approach, 5G offers two main
strategies. The first, Non-Standalone (NSA), is the most
common initial solution: 5G New Radio (NR) works
together with the previous generation EPC core from
4G. The second, Standalone (SA), involves a complete
architecture with the new 5G Core (5GC). In practice,
operators often start with NSA for a quick increase in
speed, and then gradually move to SA. This “hybrid”
phase is why real-world latency and speed figures in
commercial networks can vary greatly, as they depend
on which architecture (NSA or SA) the operator uses
[10].

Fig. 2. A schematic diagram of 5G NSA and 5G SA architectures. [10]

The key architectural innovation of 5G Core
(5GC) is the Service-based Architecture (SBA). Instead
of large, indivisible systems, core functions (such as
AMF, SMF, UPF) are implemented as independent
microservices. These services do not communicate with
each other via internal protocols, but interact via open,
standardized application programming interfaces (APIs)
using protocols such as HTTP/2 and OpenAPI. This,
together with software-defined networking and network
functions virtualization, allows the network to
dynamically scale, place functions closer to the user
(MEC), and implement network slicing. At the radio
access layer (RAN), gNB nodes are also logically
divided into blocks, and their integration occurs via
high-speed xHaul transport channels
(fronthaul/midhaul/backhaul). This enables end-to-end
management, ensuring that the slices are truly end-to-
end, with a single QoS policy [4]. Operationally, this

shift to SBA means that telecom networks are becoming
more like cloud data centers, running on a software-
configurable data plane with active service level
monitoring. This single physical environment can
simultaneously guarantee different requirements (for
example, high speed, ultra-low latency, or a large
number of connections). At the same time, this
flexibility also brings management complexity.
Ensuring traffic isolation, adhering to quality rules,
collecting detailed information, and supporting
automated management are becoming daily necessities

[4].
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Fig. 3. The concept of network slicing [4]

In 5G, security is no longer a separate layer added
on top. It is built into the SBA microservice model
itself. Protection is built on the principles of
authentication and authorization between each
individual network function, the use of access tokens,
encryption of interactions between services, and strict
control of trust policies. Since the SGC core is based on
cloud technologies, familiar security concepts such as
“zero trust” are transferred to the level of individual
APIs and microservices, but at the same time classic
cloud risks associated with interfaces and isolation arise
[5]-

Network  Slicing imposes special security
requirements. For network slicing to function
effectively, strict isolation between slices, consistent
enforcement of quality rules, and end-to-end telemetry
from radio access to the core are required. Security in
this context is not just encryption, but a whole set of
measures that includes slicing rules, speed/latency
guarantees, and automated anomaly detection.
Therefore, protection must be implemented not only in
5GC, but also in the transport network and on the radio
interface [4].

In addition, an edge component is emerging -
MEC technology, where computing and network
functions are transferred to peripheral data centers
closer to the user. This extends the "trust boundary" of
the network beyond the traditional core, requiring
critical access control, API protection and clear policies
between different domains. Therefore, the overall threat
landscape in 5G is not about finding fundamentally new
types of attacks, but rather rethinking known cloud risks
(SDN, API, isolation) on a telecommunications scale [1,
5].

Despite the built-in security mechanisms, the 5G
architecture, focused on SDN/NFV, microservice APIs,
end-to-end partitioning and MEC, significantly expands

the attack surface. Most of the risks are similar to
typical problems of cloud environments (unprotected
interfaces, sharing issues, DoS attacks), but their impact
in 5G is greater due to centralized control. The
consequences of even partial degradation of one
function can have a cascading effect [4-5]. Let's
consider the main threats inherent in 5G networks:

Attacks on the SDN controller and its interfaces.
Centralization of control makes the SDN controller a
critical point of failure. Its compromise or manipulation
through North/Southbound interfaces allows an attacker
to change routing, QoS and segmentation policies
throughout the network [9].

Vulnerabilities in the NFV stack. Virtual network
function (VNF/VM) isolation issues, hypervisor
vulnerabilities, or access to the NFV orchestrator
threaten both confidentiality (data leakage from
neighboring VNFs) and availability of critical services
[9].

Isolation violation between network slices. 1f
segmentation policies on RAN/Transport are configured
incorrectly or proper SLA control is lacking, cross-slice
interference or even traffic leakage between slices can
occur, which directly violates uRLLC or eMBB
guarantees [4].

Compromise of open APIs (SBA, OSS/BSS, edge).
Standard cloud threats such as weak authentication,
token leakage, or injection vulnerabilities can enable
unauthorized calls or modifications of core network
functions [5].

MEC/edge — physical and local attacks. Co-
locating functions at edge sites, often in collaboration
with third parties, adds risks of physical access, local
DDoS and MitM attacks in weakly protected segments
[9].

DDoS and signaling storms. Even with cloud
resilience, uncontrolled avalanche traffic (e.g. from IoT
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botnets) or signaling plane congestion can exhaust
critical SBA services (e.g. AMF) or transport segments
[9].

NSA—SA transition risks. In NSA mode, the
mixed traffic and control path between the legacy EPC
and the new 5GC creates an increased likelihood of
integration errors and points of mistrust at the interfaces
between eNB/gNB/UPF components [10].

3.6G

The sixth generation of mobile communications
(6G) is expected to hit the market in 2030. It is not just
an evolutionary step from 5G, but a radical rethinking of
the architecture. The main task of 6G is to create a
single, highly intelligent infrastructure that will be a
connecting link between the physical, digital and
biological worlds, embodying the idea of the Internet of
Everything (IoE) [1].

The need for 6G arises from the obvious gap
between the capabilities of 5G networks and the
ambitious requirements of the new scenarios described
in IMT-2030 [11]. These future scenarios require not
only massive speed increases (up to Terabits per second
(Tbps)), but also ubiquitous intelligence (where AI/ML
is a native function of the network and is “present
everywhere”:  from user devices (UE) and
RAN/transport to edge centers and the cloud), integrated
sensing and connectivity (ISAC), the implementation of
digital twins and the creation of environments that
connect the human, digital and physical worlds. That is
why 6G must provide not just better performance, but a
fundamentally new quality of service: sustainable

energy efficiency, global coverage and intent-driven
design [1].

¥ Terahertz spectrum band.

¥ Visible light communication.
¥ Quantum Communication.

v Al and ML.

¥ Edge intelligence,
¥ Blockchain technology.

)\ 4

¥ Data rate 2 | Thps

¥ Haptics communication.

¥ Unmanned mobility.

¥ Massive URLLC.

¥ Human-Centric services.

¥ Bio-Internet of Things.

¥ Nano-Internet of Things.

¥ Holographic Communication.

¥ Spectral efficiency 100 bps/Hz

v Latency 10100 us

¥ Mobility 21000 Kmv/h
¥ Connectivity 107 devices’Km?
¥ Area traffic capacity 1000 Mbps/m®

Fig. 4. Major milestones of 6G wireless [13]

The architectural core of 6G is a cloud-native and
Al-based service platform that integrates computing
power directly at the network edge, enhances end-to-end
network slicing (E2E-slicing) and uses digital twins of
the network for management. Unlike 5G, where the
transition to cloud infrastructure (cloudification) was
concentrated mainly in the core, 6G involves much
broader decentralization: functions and computations
are dynamically redistributed in a single resource space
— from end devices to a centralized cloud. At the same
time, a key feature is the establishment of sustainability
requirements “by design”, which creates fundamental
advantages over 5G: providing more flexible services
for vertical industries, ensuring better determinism of
delays and energy consumption, as well as native

support for different types of access (terrestrial, Wi-Fi,
satellite) [1].

A specific functional model is offered by SOLIDS:
a three-layer topology with a resource layer, a network
function layer and a service layer, which permeate four
end-to-end planes — data collection, Al, security and
sharing and cooperation. The resource layer combines
basic resources (radio, computation, storage) into a
single pool. The network function layer composes
individual functions or combines them to meet service
requirements. The service layer is responsible for
supporting services and customizing them to meet
specific requirements. The data acquisition plane
provides telemetry collection and processing. The Al
plane provides the Al engine. The security plane builds
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“native security” by providing end-to-end protections.
Finally, the collaboration plane provides secure data,
models, and resources exchange [6].

Another feature of the architecture is the native
integration of the non-terrestrial component (NTN) in
the form of SAGIN — a single space-air-ground
network. Unlike 5G approaches, where the network core
is often located on the ground, 6G-SAGIN aims to
create a “flat” service network with unified interfaces
and the ability to place selected CN functions in orbit
(e.g., on LEO satellites) to reduce Round Trip Time
(RTT) and ensure seamless mobility. This reveals
another crucial advantage over 5G: truly ubiquitous
global coverage and better support for latency-sensitive
services on a global scale, which is critical for
applications such as digital twins [7].

Parallel to the evolution of the architecture, 6G is
experiencing physical innovations: the use of
reconfigurable intelligent surfaces (RIS), optical
channels (VLC), the development of the terahertz (THz)
band, the introduction of Cell-free MIMO and
integrated sensing and communication (ISAC). These
technologies lay the technical foundation for deploying
ultra-dense networks, achieving terabit speeds and ultra-
precise positioning [5].

Finally, the 6G architecture directly addresses the
operational challenges of 5G - high power consumption,
O&M complexity and orchestration between different
domains. In the SOLIDS model, this is transformed into
Al-driven automation of operations (AIOps), integration
of energy conservation policies, simplification of the
protocol stack, and further separation of signaling and
data (CP/UP). Thus, “consistency and simplicity”
become design requirements [6].

Given the key architectural principles of 6G (Al-
native management, softwarization, integration of a
huge number of IoT devices and non-terrestrial
networks (NTN/SAGIN), use of new
spectrums/technologies such as THz/RIS/VLC) and the
ambitious goals of building a “trusted network”, it is
important to understand that 6G not only inherits the
risks of 5G, but also scales them proportionally to the
growth of the number of connections and the autonomy
of solutions. Therefore, let's consider the potential
threats to 6G networks:

Attacks on the life cycle of Al systems. As 6G is
built with an Al-native architecture (where Al is the
“nervous system” for managing policies, analytics,
intrusion detection systems and orchestration), a new
class of threats emerges. Attacks aim to compromise
data, models or decisions made by Al, for example,
“poisoning” training data or manipulating input data
(adversarial evasion) [4, 7].

Post-quantum risk or Harvest-Now-Decrypt-Later.
The potential creation of a quantum computer threatens
to break most current asymmetric cryptographic
algorithms. Critical, long-lived 6G data (such as
telemetry or permanent trust keys) can be intercepted
today and stored for future decryption [4, 5].

Physical layer vulnerabilities in new spectra
(THz/VLC/RIS). The use of new technologies offers new
attack vectors. Despite the high directivity of the beams,

which  increases  security, jamming, targeted
eavesdropping and spoofing remain relevant. In
particular, malicious configuration of RIS (reflection
manipulation) or exploitation of data leaks through VLC
light channels create new opportunities for compromise
[8, 12].

Expansion of the attack surface through
Softwarization (software), SBA and open APIs. The shift
to  software-defined  networking,  service-based
architecture (SBA), and multi-cloud environments
significantly increases the potential attack surface. The
core of the network, managed through open APIs,
becomes vulnerable to supply chain attacks (via
containers, microservices) and credential compromise
[8].

Risks of network slice isolation. While network
slices provide logical isolation of services, they create
new vulnerabilities at the interfaces. Improper
configuration of isolation policies or errors in network
functions can violate the isolation boundaries. This can
allow an attacker to escalate privileges from a less
secure slice to a critical one [5, 12].

Security in the integrated space-air-ground
network (NTN/SAGIN). The integration of ground, air,
and space segments significantly expands the domain of
trust and its perimeter. This creates vulnerabilities at the
interfaces, particularly at the gateways between the
ground and space segments [5, 7-8].

Risks of Distributed Ledger Technologies
(DLT/Blockchain). While the use of DLT is proposed to
increase transparency, the technology itself introduces
new vulnerabilities. These include logical errors or
“bugs” in smart contracts, attacks on the consensus
mechanism, and the risk of personal data exposure
through metadata leaks in public ledgers [8, 12].

Privacy threats from digital twins. With the
proliferation of applications that create digital twins, the
6G network will collect unprecedented amounts of data.
This massive collection of information increases the risk
of re-identification and deep profiling of users [8, 12].

Vulnerability due to the scale of the Internet of
Everything (IoE). The projected tenfold increase in the
number of connected devices is turning the 6G network
into a massive “attack front.” This means that “old”
vulnerabilities are now being exploited on an
unprecedented scale, and the sheer number of devices
makes it difficult to continuously monitor and manage
incidents in real time [8].

Legacy threats. 6G threat analysis indicates that
not all problems of previous generations have been
solved by the introduction of new technologies. Threats
such as classic DoS/DDoS attacks, Man-in-the-Middle
(MitM) and spoofing are still relevant for 6G networks
[9].

The difficulty of harmonizing standards. The 6G
architecture involves the interaction of protocols and
standards from numerous organizations (3GPP, ETSI,
IETF, IEEE). The evolution of security standards for
software-defined networking (SDN), network functions
virtualization (NFV) and other mechanisms (SACM)
makes verification difficult. The lack of agreed security

78



ISSN ONLINE 3083-6328

Tepuropist 6e3mexu. 2025. T. 1, Ne 3

requirements at the domain boundary creates
zones” that are ideal for attacks [5].

Given the above potential threats to 6G networks,
let’s look at the main requirements for 6G
cybersecurity that should help mitigate the impact of
these threats.

Total implementation of a “zero trust”
architecture and continuous attestation. Since the 6G
network consists of multiple domains and open APIs,
which destroys the outdated perimeter security model
and complicates trust between devices (UE), the edge
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and the cloud, it is necessary to implement access
policies based on identity and context, as well as
perform continuous trust verification [5, 13].

Post-quantum  cryptography  (PQC-by-design).
Addresses the future vulnerability of modern
cryptography to quantum computers. To do this, 6G
networks should support hybrid schemes (combination
of classical cryptography and PQC) and have a clear
key migration plan [5, 13].
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Fig. 5. 6G Security Threat Landscape [5]

Full AI/ML lifecycle security. It is very important
to protect against AI/ML attacks such as training
data/model  poisoning, inference, or  model
inversion/extraction via open APIs. This requires data
origin verification [5].

Privacy-by-default. Various network services such
as XR and digital twins process huge amounts of
sensitive data. Therefore, it is necessary to minimize the
amount of data processed, use TEE, and apply privacy-
preserving technologies [13].

Network slice isolation. It prevents information
leakage between slices and privilege escalation that can
occur due to failures or errors in policies or network
functions [12].

PhySec for THz/RIS/VLC. Physical Security
(PhySec) for new environments (THz/RIS/VLC) should
prevent the escalation of physical layer attacks (e.g.,
through jamming and spoofing) and compromise of
Reconfigurable Intelligent Surfaces (RIS)
configurations. This requires the implementation of RIS

authentication schemes, pilot contamination detection,
and the use of physical layer coding techniques [13].

Resilience-by-design and AIOps. Address the fact
that the scale of 6G and the criticality of its services
require autonomous detection, incident localization, and
network self-healing without human intervention. This
is achieved through closed loop protection, resilience
testing, and the multipath principle [5, 13].

DLT for privacy. The use of distributed ledger
technology is promising, but poses risks of
deanonymization of users. Therefore, it is necessary to
implement smart contract verification and disclose data
only on necessary attributes instead of issuing full
certificate information [13].

Digital Twin Integrity. Ensuring the integrity of
digital twins is essential to prevent erroneous decisions
in network management. This requires digital signature
of simulation data and policies for reproducibility of
results.

Standards
architecture

As the
large

Unification.
encompasses  a

scope of 6G
number of
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organizations with different standards, it is necessary to
develop consistent security requirements that close gray
areas.

Discussion of Results

The results of the study demonstrate that the
formation of 6G security requirements cannot be
approached as an isolated task, but must be viewed
through the accumulated experience of 4G and 5G
threat evolution. The comparison of legacy risks with
projected 6G vulnerabilities shows that the fundamental
issues of data interception, signaling manipulation and
DoS/DDoS attacks remain relevant, yet they manifest
on a much larger scale in 6G due to the massive growth
of devices, the deep integration of Al and the expansion
of non-terrestrial domains. The identified threats to new
6G technologies — such as the manipulation of RIS
surfaces, exposure through VLC channels, or Al
lifecycle attacks — highlight that traditional perimeter-
based protection becomes ineffective. This supports the
necessity of adopting zero-trust principles and
continuous attestation as baseline mechanisms rather
than additional controls.

Another important observation is the increasing
interdependence between architectural domains. While
in 4G and 5G the majority of critical risks were
concentrated in the core, the transition to a unified
resource space in 6G shifts vulnerabilities across all
layers of the network — from user equipment and edge
platforms to satellite and orbital components. This
multidomain exposure emphasizes the need for strong
end-to-end isolation, secure cooperation mechanisms
and unified standards, as fragmentation between
different organizations (3GPP, ITU-R, ETSI, IETF) can

create exploitable gaps. The results also show that the
native integration of Al and digital twins, although
necessary for automation and optimization, introduces a
new class of systemic risks: poisoning or manipulating
training data may lead to cascade failures across the
network, affecting service orchestration and trust
management.

Conclusions

The research results have formed requirements for
the protection of sixth-generation (6G) mobile
networks. The requirements should be implemented
according to the principles of Security-by-design and
Resilience-by-design, which requires the total
implementation of the Zero Trust architecture, post-
quantum cryptography (PQC-by-design) and ensuring
resilience based on AIOps. It is critical to protect
sensitive data through privacy-by-default and guarantee
the integrity of all components, including AI/ML
systems and digital twins, through the isolation of
network slices and physical security (PhySec). The
successful implementation of these comprehensive
measures requires the mandatory unification of global
security standards to eliminate gaps. This system of
requirements is based on a detailed analysis of both the
architectural features of 6G and the vulnerabilities that
can potentially be inherited from previous generations
of 4G and 5G networks. Thus, the proposed list
provides a basis for implementing the “security by
design” paradigm in the 6G architecture, which is
critical for ensuring resilience and trust in a multi-
domain environment.
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BHUMOTI'Y BE3IEKH 6G KPI3b ITIPU3MY EBOJIIOIIII 3AI'PO3
O. I. [Taceko, A. M. TkauoB

AHoTanif. AkKTyajabHicTb. Po3BUTOK MOOIMEHHX Mepex Bix 4G mo 6G cynpoBoIKyBaBcs (yHIaMEHTAIBHUMHU
apXITeKTypHUMH 3MiHAMH, TAaKUMH SK TEepeXiJ A0 MporpaMHux, xmapHux Ta lllI-opieHTOBaHMX pilleHb, MO KapAHHAIBEHO
PO3IIUPIOIOTH MOBEPXHIO aTaKM 1 YCKJIAJHIOTH opraHisaiiro 6e3mneku. Jlocein 4G (ne Oynu BUSIBIICHI MPpoOIeMH 3 OE3MEYHOI0
nepenavero JaHuX, BPa3JIUBICTIO CUTHANIB Ta 30epekeHHsIM KoHpineHniitHocTi) Ta SG (e BUHUKIN PU3HKHU ITOPYIISHHS 130JIs1ii
3pi3iB Mepexi Ta kommpomeranii Binkputux API) moxaszaB, mo mist 6G HeoOXiZHO BIPOBagWTH MoJENb "Oesmeka 3a
3aMmoBuyBaHHsIM" (Security-by-design). [IpoTe m0ci Opakye CHCTEMAaTH30BaHOTO IiIXOMY JO BU3HAYCHHS apXITCKTypHHX BUMOT,
sKi O OXOIUTIOBAJM SK YCHaAKOBaHI Tak i HOBi 3arposu. IlpeamMeToM OC/iIzKeHHSl Y CTaTTi € apXiTeKTypa Oe3leKH Mepex
moctoro mokomiHHA (6G). MeTow cTaTTi € CTBOPEHHS CTPYKTYPOBaHOTO Tepeniky BHMOT 10 Oesmeku Mepex 6G,
c(hOpMOBAaHOTO Ha OCHOBI aHAJli3y €BONIOLIMHMX 3arpo3 Ta crenu¢iku HOBOI, OaraTrogoMeHHOI apXiTekTypu. Byau orpumani
HacTynHi pe3yiastatu. [IpoBenenuii ananiz 4G i1 5G igeHTHdIKYBaB KI0O4OBi ycnaakoBadi pusuku (DoS/DDoS, MitM, ataku
Ha sApa Ta 3pi3W Mepex). BpaxoByrouwm i pu3WkH, a Takox crernudivai 3arposu 6G (ataku Ha sxutreBmi mwmkn 111,
MIOCTKBaHTOBI pu3uK, BpasznmuBocti THz/RIS/VLC ta DLT/Blockchain), copmMoBaHO KOMITIEKCHUI NEpeiK 3aTaIbHAX BUMOT JI0
Oe3nexn Mepex 6G Takux K BIPOBAPKEHHS apXiTEeKTypH HYJIBOBOI JOBipH, IOCTKBAaHTOBY KPHOTOrpadio, 3aXHUCT )KUTTEBOTO
mwikiny AI/ML, koHbineHIiiHICTS 3a 3aMOBUYYBaHHIM, (i3M4Hy Oe3neKy JUlsl HOBHX CIIEKTPiB/TEXHOJOTIH, MPUHIMUI CTIHKOCTI 3a
3aMOBUYBaHH;IM Ha OCHOBI AIOps Ais aBTOHOMHOTO CaMOBITHOBJIEHHS Ta yHidikamii riodanbHHX cTaHIapTiB. BHCHOBOK.
CdopmoBaHni BIMOTH 320€3MeUyIOTh OCHOBY IS peatizamii mapaaurMu "Oesmeka 3a 3aMoBUyBaHHAM" y OaratonomenHiit, LI-
opieHTOBaHi# apxiTekTypi 6G.

Kawuogi caoBa: 4G, 5G, 6G, xidbepbe3sneka, MOOITbHI MEpeKi, 3arpo3u Oe3meKu
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