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INTEGRATED ASSESSMENT OF THE CYBERSECURITY LEVEL OF CRITICAL

INFRASTRUCTURE IN A POST-QUANTUM ENVIRONMENT

Abstract. The relevance of the study is due to the increasing complexity of cyber threats in the post-quantum
environment, the development of quantum computing technologies and the intellectualization of data management and
processing processes. In the context of the spread of hybrid and synergistic attacks combined with social engineering
methods, traditional approaches to assessing the security of critical infrastructure objects (CIF) are becoming ineffective.
This requires the implementation of an integrated methodology for assessing the level of cyber security, capable of adaptively
reflecting the real state of security and taking into account the impact of post-quantum threats. The subject of the study is
the process of integrated assessment of the level of cyber security of CIF in the post-quantum environment using mathematical
and analytical methods. The purpose of the article is to develop a methodology for integrated assessment of the level of
security of CIF in the post-quantum environment taking into account modern hybrid and synergistic cyber threats. Results
obtained. A methodology for assessing the level of security based on a synergistic threat model is proposed, which takes
into account the categories of attackers, their goals, resources and capabilities. A mathematical formalization of a unified
classifier of cyber threats has been developed, which forms tuples taking into account the features of hybridity, synergy, and
social engineering factors. A mathematical apparatus has been formed for modeling the implementation of cyber threats and
determining the level of resilience of CIF cyber systems in a post-quantum environment. Conclusions. Assessment of CIF
security makes it possible to identify critically important information assets, assess the effectiveness of protection measures,
and identify vulnerable elements. The results of the study confirm the feasibility of implementing intelligent multi-circuit
protection systems based on post-quantum algorithms to ensure the appropriate level of cyber resilience in a post-quantum
environment.

Keywords: post-quantum threats, synergistic cyber threat model, integrated safety indicator, critical infrastructure facility,

intelligent multi-circuit protection system.

Introduction

Problem relevance. Ensuring the cyber security of
critical infrastructure facilities (CIF) is one of the key
factors of national security, especially in the context of
the rapid development of post-quantum technologies and
intelligent information systems. Revolutionary changes
in the electronics industry, the integration of
infocommunication and computer networks into a single
cyberspace, as well as the spread of smart technologies
have contributed to the formation of socio-cyberphysical
systems (SCPS), which has significantly increased the
level of complexity of threats to critical facilities.

Critical infrastructure, which is the basis of society's
life, is becoming increasingly vulnerable due to the
openness of standards, integration with web technologies
and connection to global networks. Cyberattacks on
control systems (in particular SCADA) can lead to
disruption of the functioning of transport, energy,
financial and municipal services, as well as create real
risks in the physical space. Compounding the problem is
that a significant portion of attacks go unnoticed or
unreported for business security reasons.

In today's environment, the struggle between
cybercriminals and defenders remains asymmetric: a
minimal resource is enough for a successful attack, while
effective protection requires comprehensive and multi-
level solutions. This necessitates the creation of new
methodological foundations for building integrated,
intelligent, and multi-circuit cyber defense systems

capable of ensuring the resilience of critical
infrastructure to post-quantum threats and dynamic
changes in cyberspace.

Literature review. Literature analysis shows that
critical infrastructure control systems, in particular
supervisory control and data acquisition (SCADA)
systems, distributed control systems (DCS) and
programmable logic controllers (PLC), are traditionally
considered to be among the most attractive targets for
cyberattacks. Thus, in [1], modern threats to ICS/OT
systems and their vulnerabilities due to the integration of
IT/OT networks were analyzed. In [2], the
implementation of artificial intelligence and machine
learning for detecting attacks in SCADA and loT/IloT
environments is considered. The authors of [3] consider
challenges and solutions in the field of post-quantum
cryptography (PQC) for protecting critical infrastructure.
The study [4] provides a methodology for assessing cyber
risks for automation systems used in OKI. Also, in [5],
the global and national challenges posed by the
emergence of quantum computing for information
security are considered.

Despite the large volume of scientific works, the
analysis shows that there is no single concept and
comprehensive methodology for building an integrated
system for protecting CIF, taking into account new
hybrid and synergistic threats in the post-quantum
environment. A significant part of the publications
focuses on individual aspects (SCADA, I1oT, PQC), but
does not comprehensively cover the process of integrated
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assessment of the level of cyber security, taking into
account human, computational and economic factors,
which emphasizes the relevance of the topic of this
article.

Therefore, taking into account the above, the
purpose of this article is to develop a methodology for
integrated assessment of the level of security of CIF in
the post-quantum environment, taking into account
modern hybrid and synergistic cyber threats.

1. Assessment of target threats based on a
unified classifier

It is proposed to assess the target threats to
automated data transmission systems of the CIF with
signs of hybridity and synergy, as well as their possibility
of integration with social engineering methods, based on
the classification of threats by a unified classifier based
on the proposed framework [6-7]. Fig. 1 shows the
mathematical formalization of the unified classifier,
which allows forming tuples-classifiers of cyber threats
taking into account not only the signs of their hybridity
and synergy, integration with social engineering
methods, as well as their orientation to one or another
platform of socio-cyber-physical systems.
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Fig. 1. Mathematical formalization of the unified classifier

In addition, the infrastructure of socio-cyber-
physical systems is proposed to be divided into three
platforms: a physical systems platform, a management
platform (usually located in the cloud) and a social
network platform. In this case, the hybridity of targeted
(mixed) attacks refers to the impact of an attack on one
of the security services (I, C, Ac, Aut, Un) on all security
components  (cybersecurity, information security,
information security). The synergy of targeted (mixed)
attacks refers to the impact of an attack on one security
component  (cybersecurity, information security,
information security), but on all services simultaneously
(I, C, Ac, Aut, Un). The formation of complex (multi-
level) protection of a critical infrastructure object is
formed on the basis of a hierarchical structure of the

synthesis of information protection systems of cyber-
physical systems, Internet technologies and computer
networks, as well as mobile technologies. This approach
makes it possible to form a synergistic model of threats
to critical infrastructure facilities, taking into account the
impact of cyberterrorists on its elements (Fig. 2).
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Fig. 2. Classification of attackers

Fig. 2 presents a classification of categories of
attackers and terrorists that can affect critical
infrastructure facilities (CIF). Fig. 2 demonstrates that
threats can come from both the internal environment -
from users, operational or technical personnel (insiders),
and from the outside, from cyberterrorists or individuals
not directly related to CIF. This structure emphasizes the
need for a comprehensive approach to cyber defense,
which should take into account both internal and external
sources of risk, as well as the specific motivations of each
category of potential attackers.

2. Formation of a model for implementing
cyber threats and protecting cyber systems of
CIF

To form a model of the implementation of a terrorist
act and the degree of protection of cyber systems of a
critical  infrastructure  facility, the following
mathematical apparatus was developed:

classification allowed to introduce elements of
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del del del
services, L5y — hackers, L42 — competitors, Lg3 —

e
criminals, Lg4 — vandals;

the model for carrying out a terrorist act is defined

as:
CFS CIF del CPS CIF CPS CIF
terror Bl terror ’prj’rmotiV’T >
del del . . . .
where Ll-e € {Ll-e} — terrorist criminal identifier;
CPS CIF CPS CIF
B, { terror } — the weighting factor of

the capabilities of a terrorist who committed a terrorist
act against a CIF; prj — probability of at least one threat
to the j-th asset, i —threat, n— Vi € n, number of threats;
j — information resource (asset); V; € m, m —number of

assets; rmotiv — stimulation of a terrorist criminal to
commit a terrorist act based on the indicators of a CIF; T
— time of successful implementation of the threat.
Analysis of attacker categories allows you to form an
expert assessment and obtain a weighting factor for the
possibility of threats (i-th threat);

the weighting factor of the terrorist perpetrator's

capabilities is defined as [8]:
CPS CIF CPS CIF

Yterror Z B; X Pyj X Tmotiy> ~ where
CIF

B, = ﬂ Wcash NT — the weight of the

CPS CIF

capabilities of a terrorist criminal; ch —

CPS CIF
computing resources of a terrorist criminal; w cash
— financial resources of the terrorist perpetrator.

The proposed approach makes it possible to unify
the procedure for determining the probability of a
terrorist act on CIF, taking into account the capabilities
of the terrorist perpetrator, both financial and
computational resources.

Analysis of the infrastructure level of CIF and
categories of terrorist perpetrators allows us to form a set
{Hj}, which forms the levels of influence on the critical
management object: technical channel level (HO);
ISO/OSI physical level (H1); ISO/OSI channel level
(H2); ISO/OSI network level (H3); ISO/OSI transport
level (H4); ISO/OSI application level (HS5); level of
physical protection of CIF elements (video surveillance,
sensors, grilles, locks, etc.) (H6); level of possible built-
in devices (ventilation ducts, power lines, etc.) (H7);

the matrix of the relationship between the
category of terrorist perpetrator and the level of influence
on the OKI is defined as (Fig. 3).

Thus, the matrix of interaction between terrorist
categories and levels of influence on the information-
structural component makes it possible to determine the
category of terrorist-perpetrator using the proposed
method using the threat classifier by stages:

00 000O0O0 1
11111010
00000011
11110110
11 111111

e e
11111111
11110110
11111110
100007110
1 00007100

Fig. 3. Matrix of the relationship between the category
of terrorist offender and the level of influence on CIF

Stage 1. Determining the level of impact on the CIF
from the set {H};

Stage 2. Determining the threat according to the CIF
threat classifier;

Stage 3. Determining the relationship matrix
between the category of terrorist-criminal and the level
of impact on the CIF;

Stage 4. Identifying a possible terrorist from the
relationship matrix;

Stage 5. Forming the concept of building a multi-
circuit intellectual system of anti-terrorist protection of
the CIF.

3. Construction of a multi-circuit intelligent
anti-terrorist protection system CIF

Given the literature review and the identified
unresolved issues in ensuring comprehensive protection
of CIF, especially in the context of hybrid and post-
quantum threats, it is advisable to move to the
development of a multi-circuit intelligent system of anti-
terrorist protection of CIF. Such a system should provide
dynamic monitoring of the security situation, adaptive
response to changing nature of attacks, as well as
synergistic interaction between technical, analytical and
organizational circuits of cyber defense.

Fig. 4 shows a structural diagram of the
construction of a multi-circuit intelligent anti-terrorist
protection system of the CIF.
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Fig. 4. Structural diagram of the construction of a multi-circuit intelligent anti-terrorist protection system CIF

Fig. 4 demonstrates the relationship between a multi-
circuit intelligent system for protecting critical
infrastructure objects and a model of synergistic terrorist
threats that are formed in modern cyberspace. The
presented system implements a combination of cloud
services, IoT components, security services and analytical
platforms, providing a comprehensive approach to
monitoring, detecting and neutralizing attacks of various
nature. On the other hand, the threat model illustrates how
cyberattacks, physical influences and socio-technical
factors can combine to create the effect of synergistic
terror against elements of the CIF.

Thus, the interaction between these two aspects
allows us to build a holistic concept of cyber defense,
capable of responding to complex multi-level threats in
real time. To ensure the effectiveness of such a system, it
is necessary to develop a methodology for assessing the
streaming state of the CIF security level, which will allow
us to quantitatively determine the current level of security,
promptly detect deviations and adapt protective circuits in
accordance with the dynamics of threats.

4. Construction of a methodology for assessing
the state of the security level of the CIF

As the analysis showed, to ensure -effective
management of cyber defense of CIF, it is necessary to
have a formalized tool that allows not only to detect
threats, but also to assess the current state of the security
level in real time. Such an approach provides the ability to
adaptively respond to changes in the cyber threat
environment and increases the resistance of CIF to multi-
layered attacks.

In this context, a methodology for assessing the flow
state of the CIF security level is proposed, which is based
on the integration of data from various protection
mechanisms, taking into account the dynamics of incidents
and the application of intelligent information processing
algorithms. The following material is devoted to the stages
of formation and implementation of this methodology -
from the definition of key security indicators to the
construction of an integrated cyber resilience index.

The main stages of the methodology are presented in
Fig. 5.

As can be seen from Fig. 5, the stages of the
methodology for assessing the flow state of the security
level of critical infrastructure facilities are based on a
combination of quantitative and qualitative indicators, as
well as the use of a matrix approach to describing the
relationships between information resources, threats, and
the level of security.

Below is a brief description of each stage.

At the first stage, the current cyber threats for critical
infrastructure facilities are identified and described, taking
into account their specifics, architecture and operating
environment. Experts determine the key parameters of
each threat, such as source, type, intensity, potential impact
and probability of implementation. Based on these
characteristics, a set of cyber threats is formed, which
serves as the basic structural unit for further analysis and
construction of security risk matrices.
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Stage. 1. Formation of cyberthreat tuples based on expert assessment. Formation of a
matrix of cyberthreat metrics:
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*
SSthreats = Ssthreats ij

AV AV <z <z

Stage 2. Formation of a matrix of relationships between information resources and
necessary security services:

*
Sinf =

‘Sinfil‘
iV 7 U 4

Stage 3. Formation of a matrix of relationships between information resources and
infrastructure elements:
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Stage 4. Formation of a matrix of relationships between information resources and
cyber threats: s —|s
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Stage 5. Formation of a matrix of relationships between cyber threats and
infrastructure elements:

5

.
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Stage 6. Formation of a cyber-physical system security assessment based on the
analysis of stages 2 and 3. Assessment of the connectivity of information resources, the
importance of their protection, and the necessary security and infrastructure elements
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Stage 7. Assessment of the availability of a special mechanism for implementing
security and cyber threats services:

B
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Stage 8. Assessment of compliance with the requirements of international regulators
and legislative acts to ensure the required level of security of information resources
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Stage 9. Assessment of the current state of the security level of infrastructure
elements and information resources:
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Fig. 5. Stages of the methodology for assessing the flow
state of the CIF security level

The second stage involves assessing the criticality
of each information resource to ensure the stability of the
CIF. Priorities are determined by level of importance,
which allows you to focus on the most significant
elements of the system.

The third stage assesses how vulnerability or
damage to one resource can affect other elements of the
system. This step provides an understanding of the
cascading effect within the infrastructure.

The fourth stage creates a structural model of
dependencies between physical, logical and cyber
elements of the infrastructure. This allows you to reflect
how a failure in one element can lead to a disruption in
the functioning of other components.

The fifth stage determines the attack vectors
through which specific cyber threats can be implemented
on individual elements of the CIF. The resulting matrix
helps to build an attack model and predict potential
penetration paths.

At the sixth stage, based on the previous matrices,
an integrated model is formed that combines the
relationships  between  threats, resources, and
infrastructure elements. It allows calculating the current

level of risk and the degree of stability of the system in
dynamics.

At the seventh stage, the capabilities of special
mechanisms for ensuring the security of automated data
transmission systems and socio-cyber-physical systems
are assessed.

The following steps
implementation of this stage:

Step 1. Assessment of possible APT attacks on
infrastructure elements, defined as:

are proposed for the

*

_ where p — type of attacker.
S malefactors/ ISO — PP

N ,
150,

Step 2. Assess the attackers’ capabilities (financial,
computational, human). The attacker’s “danger” weight
is defined as:

CIF I N cIF

p =—22B , where:
malefactors = p i
CIF CIF SIF SIF

B = Qcomputing N Ofinancial N Ohuman -

resources resources resources

offender opportunity coefficient,
CIF CIF CIF

Qcomputing > Ofinancial > Zhuman €
resources resources  resources

{1 — unlimited resources of cyberterrorists, 0,75 — state

resources (special services), 0,5 cybercriminal

resources, 0,25 — resources of crime, competitors,

hackers, 0,001 — vandal resources}.

Step 3. Assess the probability of implementing
targeted (APT) attacks taking into account the attacker's
"danger" coefficient, defined as:

CIF Joo .
0 7|l = Pmalefactors . * Py, ne j — threat; a — probability
J

of cyber threat; P(Jx € {1 — the threat is realized daily,

0,75 — the threat is realized within a week, 0,5 — the threat
is realized within a month, 0,25 — the threat is realized
within a year, 0,001 — unlimited time}.

Step 4. Assessment of the availability of special
mechanisms for providing security services, we will
determine according to Table 1 [9-12] by the formula:

CIF

safety mechanism ~ F;

x‘{‘i, (1)

where i — a special security (authentication) mechanism;
j — a threat.

Step 5. Evaluation of preventive measures to
counter ART attacks, defined as:
CIF
safety mechanism

ke

*
S sthreats/ protection system ‘
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Table 1 — Weighting coefficients ¥ and the presence of special mechanisms for ensuring security services and reliability of
the data transmission system

Mechanism Special mechanisms that ensure:
type detection alarm system locking
level of stability level of stability level of stability
1 2 3 4 5 1 2 3 4 5 1 2 3 4 5
DS + + + + + + + + + + - - - - -
IPS + + + + + + + + + + + + + + +
SIEM + + + + + + + + + + + + + + +
Mechanism Mechanisms that provide the service:
type confidentiality integrity authenticity certainty
(bit) level of stability level of stability level of stability level of stability
L2 ]3a]s[i]a]3]a]ls[1 23451 ]2]3]4]5s
Symmetric Block Ciphers (SBC)
SBC with key SFERN A R A A ARV I A NN (N AT N RN NN AN N A IR R
128
MACHSBC | | ol e e o e e oo
with key 256
SBCwithkey | 4 | o | 4+ | _ | — |+ |+ |+ ||+ + |+ =] =-|=-|=|=1]=1|-
256
MACTSBC 1 |y | | |+ |+ |+ |+ =+ + ]+ ]+ =]=|=|=]-
with key 256
SBCwithkey | o | o | o | o |+ |+ |+ |+ |+ |+ |+ ]|+ ||+ || -|-1]-1|-
256
Symmetric Stream Ciphers (SSC)
Uniform
movementof |+ |+ |+ | - | - |+ |+ |+ |||+ |+ |+ |- +|+]|+]|-]"
registers
Uneven
movementof |+ |+ |+ |+ | |+ | |+ |+ ]| |+ | F |+ || =]+ +]+]|+]|-
registers
Asymmetric algorithms
100 F-1 2SS N I (I R R A B A B R R A A
signature (DS)
On EC + |+ |+ |+ =+ |+ |+ +F] =]+ +|+|+]|=-]=-|=-|-1-1-
Post-quantum algorithms
DS + |+ |+ |+ |+ |+ |+ |+ ]+ F]F ||+ |+ |+ - =--]-]-
HCCDonMEC | + | + | + |+ |+ |+ |+ |+ |+ |+ |+ |+ ]|+ |+ |+]|+]|+]|+]|+]+
CCConMEC | | | p | | |+ |+ |+ |+ =+ |+ ]+ |+ +]|+|+|+|+]|+
(EC)
cCConlDPC | + |+ |+ | -|-|+ |+ |+ | -|-|+ |+ |+ -|-]|+|+F|+|+]*

IIpumimka: ¥; € {1 piBens — 0,1, 2 pisens — 0,25, 3 piens — 0,5, 4 piens — 0,75, 5 piBens — 1}, SBC — block symmetric cipher, SSC — stream
symmetric cipher, MAC — message authentication code, DS — digital signature, EC — asymmetric algorithms on elliptic curves, HCCD — hybrid crypto-
code designs, CCC — crypto code constructions (McEliece, Niederreite), CCC va MEC (EC) — CCC on modified (shortened, extended) elliptical codes
(EC).

At the eighth stage, the compliance of the CIF cyber  indicator can be used for monitoring, forecasting
security  system  with regulatory requirements, incidents and making management decisions to increase
international standards and industry recommendations is  the cyber resilience of the system.
checked. The degree of implementation of security
policies, risk management procedures, incident response indicators of the level of security and level of
and access control is assessed. The result is the .
determination of the level of regulatory compliance and protection of the CIF
the identification of gaps between the actual and target After calculating the key relationship matrices, the
state of cyber security, which allows for the formation of ~ synergistic effect of the interaction of cybersecurity
recommendations for increasing the level of compliance =~ components (security services, information resources,
and security. infrastructure elements) is determined.

At the ninth stage, a final integrated indicator of the
level of cyber security is formed, which reflects the
current state of security of the facility in real time. The

5. Mathematical apparatus for forming integral
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I. For the correspondence matrix between security

*

services and information resources: Sinf =

S. ,
inf
where i — security services; / — information resource.
After calculating the matrix, the level of importance

of each service is determined (Sinf,- ) and system

resource (Sinf, ), mei=1,...,5, [=1,...,8, by the formulas:

5

Sinf, = Z 5 Sinf, = ; Sinf,, - @)
[ =l il

; mfll

After that, the total levels of importance of services

are determined (S

1nfs) and resources ( Sinfl s) by

formulas:

8
Z Smf > 1nfl 121 Sinfl ) ®)

mfl s ;

Below are the weighting factors for services

1nfl-
(aS;,¢.) and resources (S ¢ ): asS.f. = ,
nf; f inf; s
lnfl S
Sinf
where I=1,...,5; aSinf = 57 , where /=1,...,8.
ll’lfl S

Then, the services and resources are ranked
according to specific weights from highest to lowest to
determine the most significant services/resources
according to the matrix of how they interact.

Next, an integral indicator of the current security
level is formed for the matrix of correspondence between
security services and information resources. For this
purpose, the absolute and relative value of the integral
indicator is determined:

2 Sin,
ISmf abs ~ . ’
ixl
Bing_abs ~ Sinf; min
ISmf rel ~ S > “)
inf,; max = “inf.; min
il il
where ISmf abs absolute integral indicator of the
current level of information security for the

correspondence matrix between security services and

information resources; — relative integral

ISinfi rel
indicator of the current level of information security for
the matrix of compliance of security services and

information resources; Sinf. — elements of the general
il

correspondence matrix between security services and

information resources; i — number of security services; /

— number of information resources; Sinfil min

minimum element of the correspondence matrix between

security services and information resources; Sinf. . max

— maximum element of the correspondence matrix
between security services and information resources.

II. For a matrix of dependencies between
information resources and infrastructure layers (ISO/OSI
models) where information circulates and/or is stored:

*
S1s0 =118 150’ where k — availability and type of

connection, element (level) of infrastructure where
information is stored, / — information resource.
After calculating the matrix, the level of importance

of each information resource is determined (S 150, )and

each level of infrastructure (S ISOI ),where k=1,...,8,
I=1,...,7, by the formulas:

8

7
Sreo. = 2S00 » S0 = 2. S0 - (5)
IS0, = A°IS0,, > VIS0, T 1&1°1S0,,

After that, the total levels of information resources

are determined (S 150, ¢) and infrastructure levels

(S ISOZ s ) by the formulas:

8 7
s = 3 Si00 > Sreo. = 2 Sep, (6
1S0,s = 12,5150, * S150;s = 75150, ©

Below are the weighting factors for resources

(aS [Sok) and infrastructure layers (aS ISOI) by the

formulas:
S150,
ISOks
where k=1,...,8;
S1s0,
[SOZS
where /=1,...,7.

The resources and infrastructure levels are then
ranked by specific weights from highest to lowest to
determine the most significant resources/levels according
to the matrix of how they interact.

Next, an integral indicator of the current level
of security is formed for the correspondence matrix
between information resources and infrastructure levels.
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For this purpose, the absolute and relative values of the
integral indicator are determined:

ZSISOkl
8150 abs =
- kxl1
S50 abs ~ 5150, , min
IS - - ki )
ISO _rel — g ’
ISOkl max ISOkl min

where IS ISO_abs ~ absolute integral indicator of the

current level of information security for the
correspondence matrix between information resources

and infrastructure levels; IS ISO_rel ~ relative integral

indicator of the current level of information security for
the correspondence matrix between information

resources and infrastructure levels; S — elements
1Oy,

of the general correspondence matrix between
information resources and infrastructure levels; & -
number of information resources; / - number of

infrastructure levels; S ISOkl min ~ minimal element of

the correspondence matrix between information

resources and infrastructure levels; S SO , max

maximum element of the correspondence matrix between
information resources and infrastructure levels.

II. For a correspondence matrix between security
*

serv = IS

Servl'j

services and infrastructure layers: S

where i — security service, / — infrastructure level.
After calculating the matrix, the level of importance

of each service is determined ( S,,,. ) and each level of
i

infrastructure (Sservl ), where i=1,.,5, 1=1,.,7, by the

formulas:

7

5
Sservl- = lzl Sservl.l ) Sservl = El

- (10)

After that, the total levels of service importance and
infrastructure levels are determined using the formulas:

SSGI"ViS = Z Sserv ? SS@VVS = z SS@VV (11)

Below are the weighting factors for services

(aS ) and infrastructure levels (S ), which are

serv SEI"V

determined by the formulas:

Sservi
S ory, = : (12)
Sservl-s
where i=1,...,5
Sservl
ASsery, = , (13)
Sservls

where =1, ...,7

Services and resources are then ranked by specific
weights from highest to lowest to determine the most
significant service/infrastructure levels according to their
interaction matrix.

Next, an integral indicator of the current security
level is formed for the correspondence matrix between
security services and infrastructure levels. For this
purpose, the absolute and relative values of the integral
indicator are determined:

%S serv;,
ISserv abs = . ’
- ixl

[Sserv_abs -5 serv;; min
[Sserv_rel = g g (14)

serv; max — servy min
where ISSEW_abS — absolute integral indicator of the
current level of information security for the

correspondence matrix between security services and

infrastructure levels; IS — relative integral

serv_rel

indicator of the current level of information security for
the correspondence matrix between security services and

infrastructure levels; S — elements of a single

servy
correspondence matrix between security services and

infrastructure levels; S — minimum element of

serv,; min
il

the correspondence matrix between security services and

infrastructure layers.

The overall integrated indicator of the current level
of information security in the analyzed security system is
formed using the additive convolution of individual
absolute integral indicators and the multiplicative
convolution of individual relative integral indicators.

The additive integrated indicator of the current level
of information security in the security system is calculated
as:

1S =1,

inf_abs Y5150 _abs TS

add — serv_abs* (15

The multiplicative integrated indicator of the
current level of information protection in the security
system is calculated as:
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1S s = ISinf_rel + ISISO_rel + ]Sserv_rel -(16)

Thus, the proposed general integrated
assessment of system security shows that the closer the
value of the relative indicator is to 1, the higher the
influence of the relevant factors on information security
in the security system.

In general, the presented mathematical apparatus
allows to increase the level of objectivity of the
assessment of "possible" targeted (mixed) attacks on the
elements of the CIF infrastructure of both the first
(physical systems) platform and the second (management
systems) platform. In addition, a timely assessment of the
current level of "capabilities" of the information
protection system to resist (assessment of the availability
of special mechanisms) targeted attacks on the elements
of the CIF infrastructure is provide.

6. Assessment of the generalized effectiveness of
security mechanisms based on the use of post-
quantum algorithms

The constructed mathematical apparatus for forming
integral indicators of the level of security and protection
of critical infrastructure objects creates the basis for
further development of methods for assessing the state of
cyber defense. It is advisable to move from the analysis of
generalized indicators of information security to assessing
the effectiveness of protection mechanisms in the
conditions of post-quantum threats. Further development
of the obtained results consists in assessing the
generalized effectiveness of security mechanisms taking
into account the use of post-quantum algorithms that
integrate means of noise-resistant coding into crypto-code
structures. This approach ensures increased resistance of
information and communication systems to quantum
attacks, reduces the risk of data compromise and
contributes to the formation of an adaptive and long-term
protected cyberspace of critical infrastructure.

Table 2 presents the results of studies on the use of
various noise-resistant codes in crypto-code constructions
[13].

Table 2 — The relationship between time and the level of
information confidentiality

Crypto-code
Information Information constructions on
security level security time corresponding
codes
. 1 MEC+Error-
Critical up to 1 year correcting codes
High up to 1 month MEC
Medium up to 1 hour EC
Low up to 10 minutes | EC
Very low up to 1 minute LDPC

As can be seen from Table 2, which presents the
relationship between the degree of information secrecy,
the duration of its security preservation and the crypto-
code constructions used, with the increase in the criticality
of information, the requirements for its protection and the
complexity of the mechanisms used increase. For critical
data, it is advisable to use modified elliptic schemes
(MEC) in combination with lossy codes that provide a
long stability time, while for less important data, it is
sufficient to use elliptical schemes (EC) or LDPC codes.
This approach will allow to timely ensure the required
level of security, taking into account the degree of
information confidentiality and/or safe time, which is
necessary for the provision of security services in multi-
circuit information protection systems.

Table 3 shows the comparative characteristics of the
use of cryptographic code structures in the post-quantum
period, taking into account integration with various
standards of wireless and mobile Internet technologies, as
well as taking into account the criticality (degree of
secrecy) of information. In other words, each technology
listed in Table 3 is evaluated by how effectively it
provides a certain “security service” — confidentiality,
integrity, availability, authentication or affiliation.

Table 3 — Comparison of wireless and mobile Internet technologies

Provision of security services Information classification (/i)
Technologies

Aic A1] AiA AiA” AI,I”V 1,0 | 075 | 05 | 025 | 0,01
LTE (4G), LTE (5G) - - + —/+ —/+ - - — — _
IEEE 802.11 ac (WiFi 5) - - + —/+ —/+ - — — — _
IEEE 802.11ax, Wi-Fi 6+KNX —/+ —/+ + —/+ —/+ - — — + +
IEEE 802.16+KNX I T VTR (VAR _ _ + +
IEEES802,16 m (WiMAX2) —/+ —/+ + —/+ —/+ - - — + +
IEEE 802.15.1Bluetooth 5+KNX —/+ —/+ + —/+ —/+ - - — + +
IEEE 802.15.4+KNX —/+ —/+ + —/+ —/+ - - - + +
Mobile technologies + CCC based on

+ + + + + + + + + +
EC (MEC)
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Provision of security services Information classification (/1)
Technologies C I 4 Au Inv
Al. Aj A: Al. A7 1,0 | 0,75 | 0,5 | 0,25 | 0,01

Mobile technologies + Hybrid Crypto-
Code Constructions (HCCC) based on | + + + + + + + + + +
EC (MEC)
Mobile technologies + CCC based on
LDPC codes " " " " " B B " " "

Table 3 shows a comparison of different wireless and
mobile Internet technologies in terms of the level of
security services and the ability to classify information by
the security coefficient ;.

From the analysis of Table 3, it is clear that
traditional wireless standards (LTE, Wi-Fi 5, WiMAX,
etc.) provide only a limited level of security, especially for
data with a high or critical degree of secrecy. Their
capabilities are mainly suitable for processing information
of medium or low importance.

Instead, the combination of mobile technologies with
crypto-code constructions, in particular, based on elliptic
schemes (EC) or LDPC codes, provides a full range of
security services for all categories of data, including
critical ones. Hybrid crypto-code constructions (HCCC)
based on EC demonstrate particularly high results, which
guarantee the maximum level of cyber resilience.

Thus, the key direction for increasing the
effectiveness of information protection in critical
infrastructure networks is the integration of mobile
technologies with post-quantum crypto-code methods.

To assess the comprehensive indicator of the
effectiveness of security mechanisms based on post-
quantum algorithms, reference tables were developed that
allow you to identify the ranges of change of the necessary
parameters and determine them in conditional scores. This
method allows you to obtain quite adequate assessment
results, and in addition, combine them with the results of
accurate calculations for individual specific parameters.

Scores Parameter description
4 Low
5 Very low

Table 6 — Level of computational complexity of the attack

Scores Parameter description
1 Very high
2 High
3 Medium
4 Low
5 Very low

Table 7 — Attacker resource level

Scores Parameter description
1 Vandal resources
2 Resources of crime,
competitors, hackers
Cybercriminal resources
State resources (special
services)
5 Unlimited resources

Table 8 — level of information confidentiality

Reference tables 4-12 show the parameters that are Scores Parameter description
taken into account in the integrated indicator of functional ] Very low
efﬁcienpy of the intelligent multi-circuit system for 5 Low
protecting the elements of the CIF structure.

3 Medium
Table 4 — Cost of implementing a targeted attack 4 High
Scores Parameter description 5 Critical
1 Very high cost
2 High cost Table 9 — Yac 6e3nexu indopmauii
3 Medium cost Scores Parameter description
4 Low cost 1 Up to 1 minute
5 Very low cost 2 Up to 10 minutes
3 Up to 1 hour
Table 5 — PiBeHb KPUTHYHOCTI aTaAKN 4 Up to 1 month
Scores Parameter description 5 Up to 1 year
1 Critical
2 High
3 Medium
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Table 13 — Generalized effectiveness of security mechanisms

critical infrastructure facilities.

Table 10 — Security mechanisms/level of resilience Scores Parameter description
Scores Parameter description 7 Mobile technologies + CCC based on
I symmetric (K=128 bits)/ 1 level LDPC codes
2 symmetric (K=256 bits)/level 2 Gigabit Ethernet+(WSN)
3 symmetric (AES, K=128 bit)/ level 3 10 Gb Ethemnett (WSN)
4 asymmetric, symmetric (AES, K=256 bit)/ 10 40 Gb Ethernett (WSN)
level 4
5 post-quantum Table 12 — Ilocayru Ge3nexkn
Scores Parameter description
Table 11 — Data transmission technologies + cryptosystems 1 Possession
Scores Parameter description 2 Possession, availability
1 IEEE 802.16+KNX (WSN) 3 Possession, availability, authenticity
2 IEEE802,16 m (WiIMAX2) 4 Possession, availability, authenticity,
3 IEEE 802.15.1Bluetooth S+KNX (WSN) integrity
4 IEEE 802.15.4+KNX (WSN) 5 Posses.sion, gvailability, apthenticity,
integrity, confidentiality
5 Mobile technologies + CCC based on EC
(MEC) Table 13 shows the generalized effectiveness of
6 Mobile technologies + HCCC based on security mechanisms based on the integrated indicator of
EC (MEC) the assessment of the flow state of security of elements of

Conditional scores

Tou|
Technology grotp Generalized Relative
efficiency index efficiency,%
1 2 3 4 6 7 8

IEEE 802.16+KNX (WSN) 2 4 3 2 3 3 4 5184 34
IEEES802,16;m (WiMAX2) 1 5 1 1 2 1 2 40 0,26
IEEE 802.15.1Bluetooth 5+KNX
(WSN) 2 4 3 2 3 3 3 3888 2,5
IEEE 802.15.4+KNX (WSN) 2 4 3 2 3 3 3 3888 2,5
Mobile technologies + CCC
based on EC (MEC) 3 3 4 4 4 4 5 46080 32
Mobile technologies + HCCC
based on EC (MEC) 5 1 5 5 5 5 5 78125 52,9
Mobile technologies + CCC
based on LDPC codes 2 4 3 3 3 3 4 7776 3
Gigabit Ethernet+( WSN) 2 4 3 2 3 2 3 2592 1,7
10 Gb Ethernet+ (WSN) 2 4 3 2 3 2 3 2592 1,7
40 Gb Ethernet+ (WSN) 2 4 3 2 3 2 3 2592 1,7

Total: 152757 100

Note: Group: 1 — cost of implementing a targeted attack; 2 — attack criticality level; 3 — level of computational complexity of the attack; 4 —
attacker's resource level; 5 — level of information confidentiality; 6 — information security time; 7 — security mechanisms /level of resilience; 8 —

security services.

As can be seen from Table 13, the proposed
approach allows obtaining a fairly adequate result. It is

seen that today the most effective in terms of the totality
of the above indicators is the use of post-quantum
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algorithms - crypto-code structures based on elliptical
codes (EC). The best indicator of the effectiveness of the
intelligent multi-circuit security system CIF showed the
use of hybrid crypto-code structures based on modified
EC (MEC) with damage (damage codes). This approach
provides countermeasures in the conditions of the
emergence of a full-scale quantum computer and
unlimited resources of terrorists and cybercriminals.

Discussion of results

The obtained research results demonstrate a
systematic approach to assessing and improving the level
of cyber security of critical infrastructure facilities in the
context of post-quantum challenges. Based on a unified
classifier of target threats, a formalization of potential
attack scenarios was carried out, which allowed creating
a consistent model of threat detection and analysis for
various components of the CIF. The constructed model
of the implementation of cyber threats and corresponding
protection mechanisms made it possible to form a logical
structure of interaction between security levels and
information resources, taking into account the specifics
of the multi-level architecture of modern cyber-physical
systems.

The developed multi-circuit intelligent anti-terrorist
protection system has demonstrated effectiveness in the
context of adaptive response to complex combined
attacks, which reflects the trend towards the integration
of artificial intelligence into critical infrastructure
security systems. The proposed methodology for
assessing the state of the CIF security level provides the
possibility of dynamic monitoring of the streaming state
of cyber defense based on integrated indicators formed
taking into account the interaction of technical,
organizational and information factors.

The mathematical apparatus of forming integral
indicators allowed to quantitatively assess the security
status of the facility and provide a comparative analysis
of different security systems. Particular attention was
paid to the construction of a generalized integrated
indicator of the level of information security, which
serves as the basis for further optimization of protection
mechanisms.

The assessment of the effectiveness of security
mechanisms taking into account the use of post-quantum
algorithms showed that the implementation of crypto-
code structures based on noise-resistant codes, in
particular LDPC and ECC, provides a significant
increase in resistance to quantum attacks. Therefore, the
results confirm the feasibility of a comprehensive
approach to cyber security that combines classical and
post-quantum cryptography tools, intelligent threat
analysis modules, and adaptive security management
circuits.

Thus, the proposed model of integrated assessment
of the level of cybersecurity is an effective tool for

supporting decision-making on the modernization of
critical infrastructure protection systems in the face of
growing post-quantum risks.

Conclusions

As a result of the research, a methodology for
assessing the level of security of critical infrastructure
facilities (CIF) was developed, which is based on a
combination of mathematical, expert and intellectual
methods of risk analysis. The proposed approach is based
on a synergistic threat model that takes into account the
categories of attackers, their goals, resources and
capabilities, as well as the nature of the impact on
information assets. This approach allows for a
comprehensive coverage of the entire spectrum of
potential cyber threats and ensures an adaptive response
of the security system to changes in the operating
environment.

The CIF security level assessment obtained as a
result of the audit made it possible not only to determine
the most valuable information assets, but also to identify
the effectiveness of existing protection measures,
identify vulnerabilities and risk areas that require priority
modernization. Based on the analysis, recommendations
were developed to increase the level of cyber security,
aimed at optimizing security policies, increasing
resistance to targeted attacks and reducing the
consequences of possible incidents.

The key result of the research is confirmation of the
need to implement intelligent multi-circuit information
protection systems that are capable of real-time
monitoring of the security flow state, conducting
correlation analysis of events, and dynamically
responding to anomalies. Such systems, built on the basis
of post-quantum cryptographic algorithms and crypto-
code structures using noise-resistant codes (LDPC, ECC,
etc.), provide the necessary level of long-term
information security even in conditions of quantum
threats.

The results obtained confirm the feasibility of
moving to an integrated approach to cybersecurity
assessment, which combines technical, organizational
and analytical mechanisms, forming a holistic risk
management model for critical infrastructure.

Prospects for further research lie in the development
of adaptive cyber threat prediction systems using
machine learning and analysis of behavioral attack
patterns, improving streaming security assessment
models through integration with IoT and artificial
intelligence, as well as expanding post-quantum
cryptographic protection methods using new jamming-
resistant codes. The results obtained form the basis for
the development of reliable and quantum-resistant
security systems of the future.
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IHTET'POBAHA OIIHKA PIBHSI KIBEP3AXHUIIEHOCTI KPUTUYHOI IHOPACTPYKTYPU B
IOCTKBAHTOBOMY CEPEJOBHUIII

€.0. MenenrTi, [1. Mypp, I.B. AxcroHoBa, I.B. bykarud, O. A. CiTueHko

AHoTanisi. AKTyaJbHICTh JOCTiUKeHHS] 3yMOBJEHA 3pOCTAHHSIM CKJIAQIHOCTI Kibep3arpo3 y MOCTKBaHTOBOMY
CEepeOBHII, PO3BUTKOM KBAaHTOBHX OOYHCITIOBAIEHHUX TEXHOJIOTIH Ta iHTENEKTyasli3aliclo MPpoueciB yIpaBIiHHS i 00poOIeHHs
naHuX. B yMoBax mommpeHHs riOpuIHUX 1 CHHEPTeTUYHUX aTak, 10 HOEAHYIOTHCS 3 METOAaMU COLIANIbHOT iHXKeHepii, TpaAuLiiHi
MiXOAU 10 OLiHIOBaHHS Oe3neku 00’ekTiB kputuuHOi iH(pacTpykTypu (OKI) cratote manoedexruBHumu. lle moTpebye
BIIPOBA/UKEHHS 1HTEIPOBAaHOI METOIMKU OIIHKU PiBHS KiOep3axXHUILEHOCTi, 3JaTHOi aJalTUBHO BiZOOpakaTH peaJbHUN CTaH
0Oe3MeKkrd Ta BPaxOBYBaTH BIUIMB ITOCTKBAaHTOBHX 3arpo3. IlpeameroM aociuigKeHHs € IMPOIEC IHTETPOBAHOI OLIHKU PiBHSI
kibep3axumenocti OKI B MOCTKBaHTOBOMY CEpENOBHINI 3 BUKOPHUCTaHHSIM MaTeMaTHYHHX Ta aHATITHYHHX MeToxiB. Mertoio
CTATTi € PO3pOOICHHS METOIVKH IHTErpOBaHOI OIiHKN PiBHS 3axuimeHocTi OKI B HOCTKBaHTOBOMY CepeOBHILI 3 ypaxXyBaHHIM
CyJacHHX TiOpHIHHX Ta CHHEPreTHYHHX Kibep3arpo3. OTpmMaHi pe3yabTaTH. 3alpoOIIOHOBAHO METOAMKY OLIHIOBAHHS DiBHS
3aXHIIEHOCTI Ha OCHOBI CHHEPTeTHYHOI MOJIENI 3arpo3, IO BPaxoBy€e KaTeropii 37TOBMUCHUKIB, IX I, peCypcH Ta MOXKIIMBOCTI.
Po3pobieno matemaTnyHy Qopmainizaiio yHipikoBaHOTO KiacugikaTopa Kidep3arpos, skuil GopMye KOPTEeXi 3 ypaxyBaHHIM
03HaK TiOpPUIHOCTI, CHHEPri3My Ta comioimKeHepHUX ¢aktopiB. CPopMOBaHO MaTEMATHUHHUHA amapaT Ui MOJICIIOBaHHS
peamizamii xibep3arpo3 i BuzHaueHHs piBHA cTiiikocTi kibepcuctem OKI B moctkBanTOoBOMY cepemoBumli. BucHoBku. OmiHka
3axumienocti OKI mae 3Mory BH3HAYUTH KPUTHYHO BaXKIMBI iH(QOpMAaMiiiHi aKTUBH, OLIHUTH €(EKTHBHICTH 3aCO0IB 3aXHCTY Ta
BUSIBUTH Bpa3jMBi €JIEMEHTH. Pe3ynbTaTH MOCHIIDKEHHsS IIATBEP/DKYIOTh OIIBHICT YHPOBADKEHHS IHTEJEKTYaJIbHUX
0araTOKOHTYPHHX CHCTEM 3aXHCTy Ha OCHOBI IIOCTKBAHTOBHX ITOPUTMIB JUIsl 3a0€3MeUeHHs HAIEKHOTO PiBHS KiOepCTiHKOCTi B
MIOCTKBAaHTOBOMY CEPEIOBHIIII.

Kamo4oBi ciioBa: IOCTKBAaHTOBI 3arpo3H, CHHEPTETHYHA MOJIENb Kibep3arpo3, iIHTerpoOBaHui MOKa3HUK Oe3MeKH, 00’ €KT
KPUTHYHOT IHPPACTPYKTYpH, IHTEIEKTyalIbHa 0araTOKOHTYPHA CHCTEMa 3aXHUCTY.
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