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EVOLUTION OF ACCOUNTING SYSTEMS AND CRYPTOGRAPHIC MEANS OF

THEIR PROTECTION IN THE CONDITIONS OF DECENTRALIZATION

Abstract. The relevance of the study. The article is devoted to an overview of the evolution of accounting systems,
which are formed under the influence of the development of blockchain technologies and cryptographic protection tools. The
relevance of the topic is due to the growing requirements for transparency, stability and trust in the conditions of digitalization,
when centralized models increasingly demonstrate vulnerability to compromise, monopolization of control and cyber threats.
The subject of research is cryptographic mechanisms: digital signatures, hash functions, commitment schemes, zero-
disclosure protocols, smart contracts, and selective data disclosure models that ensure authenticity, integrity, and access
control in decentralized accounting systems. The purpose of the article is to conduct a theoretical and analytical review of
the evolution of accounting systems: from centralized models to decentralized architectures, with a focus on the role of
cryptographic mechanisms to ensure the integrity, authenticity and protection of information accounting data. Results. Key
trends in the development of decentralized registries are identified, in particular the integration of SSI approaches, the
optimization of consensus algorithms, the combination of on-chain and off-chain infrastructures and the increasing role of
regulatory mechanisms. It is shown that modern cryptographic tools are at different stages of technological maturity and
require further improvement to meet the requirements of performance, scalability and confidentiality. Conclusions. It is
substantiated that cryptography is becoming a key driver of the transition to a new accounting paradigm, in which trust is
provided not by centralized control, but by mathematical guarantees, transparent rules, and the possibility of open verification.
Directions for further research are identified, including improving the performance of ZKP in practical applications,
standardizing confidential access models, and developing adaptive architectures of decentralized systems for real business
environments.

Keywords: decentralized accounting systems, cryptographic mechanisms, data integrity, access control, zero-knowledge

proof, blockchain.

Introduction

Problem relevance. The current state of the digital
economy demonstrates that classic accounting systems
built on a centralized architecture are gradually losing
their ability to meet the needs of organizations with a
high level of interaction, distributed business processes
and increased transparency requirements. In traditional
models, all primary data was concentrated in one
information center: a central database or corporate ERP
platform. Such an architecture was effective in conditions
of stable organizational structures: it simplified
administration, unified regulations and allowed for
centralized control of the reliability of information.

With the development of digital ecosystems and an
increase in the number of interacting entities, key
limitations of the centralized model have become
apparent. These include: insufficient level of inter-
organizational trust, risks of data manipulation on local
nodes, weak resistance to internal threats and significant
difficulties with synchronization of large volumes of
transactions in real time. These factors are the ones that
make it necessary to find new approaches that would
ensure transparency, stability and shared responsibility
for data.

The traditional foundation of information systems
has long been the principle of double entry, which
ensured the internal consistency of operations. However,
the increase in the complexity of business logic and the

limitations of this approach outside the boundaries of a
separate institution. The evolutionary continuation was
the concept of triple entry, that is, the creation of a
common, immutable transaction log that serves as an
independent source of verification for all participants in
the interaction.

It was this idea that laid the foundations for the
formation of decentralized accounting systems that use
cryptographic mechanisms to ensure the integrity,
authenticity and ownership of data. In combination with
distributed ledger technologies, it became the answer to
the requests of modern digital platforms, where the level
of trust should be ensured not by organizational
structures, but mathematically and algorithmically.

Thus, the relevance of studying the evolution of
accounting systems today is directly related to the
transition of global information infrastructures to
decentralized models, in which cryptographic protection
tools, consensus protocols, and mechanisms for record
immutability play a key role. Analysis of these trends
allows not only to wunderstand the nature of
transformations, but also to identify promising directions
for the development of accounting systems capable of
functioning in conditions of high interaction, cyber
threats, and the growing need for transparency.

Literature review. To gain a deeper understanding
of these trends, it is necessary to analyze scientific
sources in which researchers highlight the evolution of
accounting models and mechanisms for ensuring trust in
decentralized environments. The search for mechanisms
to increase trust, transparency, and auditability in various

growth in the number of transactions between
independent organizations have demonstrated the
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sectors has stimulated the development of alternatives to
traditional centralized accounting models [1]. In this
context, a new concept has emerged — decentralized
accounting systems (DARS), which combine the
capabilities of blockchain with distributed ledger
procedures. They allow for transactions without
intermediaries and automate control processes using
smart contracts.

As researchers noted back in 2016 [2], the basis of
DARS is the blockchain, which ensures the immutability
of records, cryptographic protection and transparency of
transactions. Such properties create a technical
prerequisite for the formation of a trust environment
without a single administrator, which is critically
important for accounting and auditing systems. An
additional role is played by the tokenization of digital
assets, which allows building flexible mechanisms for
managing access rights and ownership in distributed
environments.

The use of blockchain has provided the technical
means to create shared, immutable transaction logs. In
DARS, such a log becomes the only reliable source of
records for all network nodes, and the consensus
mechanism guarantees data consistency without a central
regulator. Analysis of sources [1, 3] demonstrates the
potential of blockchain to transform audit processes:
smart contracts allow for the automation of control,
verification, and logging of events. However, this
imposes new requirements on system design, from the
choice of a consensus protocol to the organization of key
management.

In modern literature, there are different
interpretations of DARS. In [1], attention is focused on
the impact of blockchain on accounting and auditing
procedures; smart contracts are considered as a tool for
automating checks and reducing the human factor. In [4],
their role in ensuring reliable fulfillment of accounting
conditions and automatic updating of registers is
emphasized. This simplifies the procedures for entering
and confirming records and makes the system less
dependent on administrative intervention.

At the same time, the authors [5] focus on tokens as
universal units of account, means of access or
confirmation of trust. In DARS, tokenization allows you
to create a unified verification model, where each object
has a unique cryptographic representation. Of particular
importance are stablecoins and other stable tokens that
provide a stable value for settlements.

Along with the advantages of DARS, there are also
significant challenges. In particular, research [6]
indicates problems of scalability, vulnerability of smart
contracts, the possibility of consensus attacks and
difficulties with data coordination between nodes.
Additionally, the decentralized nature of the systems
complicates legal liability and regulatory mechanisms. In
[7], key barriers to the implementation of DARS are
identified, related to regulatory requirements,
confidentiality and integration with existing information
systems. Studies [8, 9] focus on identity management,
comparing current frameworks in which the user controls
their own digital attributes and cryptographic evidence.

[10] analyzes the prospects for blockchain applications in
authentication and key exchange protocols.

Some authors [11] emphasize that along with
increasing inclusivity and decreasing transaction costs,
DARS creates new risks related to cybersecurity and the
regulatory environment. In [12], an integrative definition
of DARS is proposed as a system that combines financial
principles with technological innovations — blockchain,
tokenization and algorithmic control mechanisms.

Along with fully public blockchains, hybrid models
that combine private registries with off-chain storages are
attracting increasing attention. In such architectures,
confidential data is placed off-chain, while only hashes
or commitments are recorded in the blockchain, which
guarantee integrity and provide auditability. This
approach allows you to balance security, transparency
and confidentiality requirements, which is especially
important in corporate and financial systems. Literature
sources [1, 13] indicate that methods for integrating on-
chain and off-chain components are still actively being
formed, and the development of optimal practices is an
open research task.

In summary, current work indicates that
decentralized accounting systems are a natural step in the
transition from centralized data management to self-
governing information ecosystems, where trust is based
not on institutional authority, but on cryptographic and
algorithmic mechanisms. DARS can be defined as a
system that provides storage, processing and verification
of accounting data in a network of peer nodes, using
consensus, cryptography and smart contracts to ensure
the integrity and authenticity of information.

The aim of the article is a theoretical and analytical
review of the evolution of accounting systems: from
centralized models to decentralized architectures, with a
focus on the role of cryptographic mechanisms to ensure
the integrity, authenticity and protection of information
accounting data.

1. Analysis of the evolution of accounting
systems

Based on the literature analysis [1, 3, 7, 8, 13-17],
Table 1 summarizes the main directions of development
of accounting systems: from centralized to decentralized
models, highlighting the problems of operation,
advantages, as well as key aspects that modern
researchers pay attention to.

Table 1 — The evolution of accounting systems: from
centralized to decentralized models

Development Highlighted Positive aspects
stage / issues/limitations and advantages
System type
Centralized Dependence on a Easy
accounting single center; administration,
systems possibility of data clear control
(ERP, 1980— manipulation; model, easy
2010) complexity of integration into
auditing between internal business
organizations processes
Network Data consistency Increased fault
(distributed) issues; difficulty tolerance; ability
accounting verifying the to work in
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Development Highlighted Positive aspects
stage / issues/limitations and advantages
System type
systems authenticity of geographically
(2010-2015) | records; no common distributed
“source of truth” structures
Triple-entry Lack of unified Automatic
accounting technical standards; verification of
(conceptual need for reliable transactions;
stage) cryptographic improving trust
protocols between
participants
Permissioned | Limited scalability; Immutability of
blockchain difficulty integrating transactions; real-
for with existing ERPs; time auditability;
accounting need for regulatory increased
(2020-2023) | recognition of records transparency
Public High power Complete
blockchain consumption, slow independence from
systems processing, data central authorities;
(2020-2024) privacy issues reliability and
provability of

transaction history

Self- Key management; User control over
sovereign access recovery; need their own data;
identity for new revocation increased access

(2023-2025) protocols security; support

for audit logs

Zero- High computational Combining
knowledge costs; difficulty transparency and
proof integrating into confidentiality;
systems production possibility of
(2024-2025) environments private audit
Hybrid The need for Flexibility,
accounting interoperability scalability,
architectures | standards; the risk of compliance with
(on- a disconnect between | legal requirements
chain/off- on-chain and off- regarding personal
chain, from chain data data
2025)

The analysis of the evolution of accounting
systems, presented in Table 1, shows a clear trend of
transition from centralized architectures to hybrid and,
ultimately, to fully decentralized models based on
blockchain technologies and cryptographic protocols.
The central idea of this evolution is the replacement of
administrative trust with technical trust, when the
integrity and authenticity of data is ensured not by a
separate server or organization, but by consensus
between equal network participants.

Centralized systems, despite their simplicity, have
proven vulnerable to internal threats, attacks and data
manipulation due to their dependence on a single center
of control. Hybrid models have become an intermediate
stage of development, which has allowed the integration
of blockchain elements to increase the transparency and
reliability of accounting records, while maintaining the
manageability and performance of traditional databases.

Decentralized architectures that are now gaining
popularity provide immutability, transparency, and
cryptographic protection for all transactions, making
them particularly promising for building accounting,
auditing, asset management, and digital identification
systems. However, issues of scalability, power

consumption, regulatory acceptance, and interoperability
of such systems remain open.

Thus, the further development of the industry is
associated with the search for effective hybrid and
optimized decentralized solutions that will provide a
balance between security, trust, performance and
compliance with regulatory requirements.

The analysis of scientific sources in the field of
decentralized accounting systems [7, 8, 13, 16, 18, 19]
made it possible to identify a number of current trends
that determine the current directions of their evolution:

1. Combining Autonomous Digital Identity (SSI)
with  Blockchain for Access Management and
Compliance. SSI is increasingly being seen as the
foundational mechanism for managing digital identities
in ledgers. It enables the selective disclosure of user
attributes, while critical cryptographic proofs of
authenticity can be stored on the blockchain, creating an
increased level of trust and controlled transparency.

2. Active use of zero-knowledge cryptographic
proofs (ZKP). The use of protocols that allow to confirm
the truth of a certain statement without providing
additional data is growing. Such schemes provide a high
level of privacy and trust, while preserving the
evidentiary value of accounts. Research proves that ZKP
is a key tool in achieving a balance between auditability
and privacy protection, and also offers practical scenarios
for integrating these protocols into real systems.

3. Improving BFT consensus for corporate
systems. One of the important areas of development is
the modernization of Byzantine Fault-tolerant (BFT)
consensus protocols to improve their efficiency in
corporate  decentralized  registries.  Hierarchical,
clustered, and combined models are being developed to
achieve the optimal balance between performance,
security, and minimal latency.

4. Development of hybrid architectures using Al
and IoT. There is growing interest in decentralized
systems that integrate Al and IoT components for
automated data collection and verification. This approach
aims to ensure efficient load distribution between
blockchain components and external repositories, where
cryptographic commitments are used to guarantee
integrity.

5. Increased focus on regulatory, legal and
procedural  aspects. Research  highlights  that
technological innovations alone do not guarantee the
appropriate level of security and trust. The
implementation of decentralized accounting systems
requires a comprehensive regulatory framework, clear
operational policies and audit procedures. Defining roles,
responsibilities, legal status of records and rules of
interaction between participants is critical to
implementing and ensuring the protection of these
systems in commercial and government processes. The
presence of transparent regulatory standards acts as a
catalyst for the adoption of decentralized technologies,
providing a balance between innovation and legal
certainty.

A summary of the trends considered is presented in
Table 2.
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Table 2 — Generalization of trends in the development of

accounting system architectures towards decentralization

Trend The essence of Unresolved
the changes issues
From Moving from a Agreement
centralization to | single trust center between the
decentralization to a shared parties, legal
distributed recognition of
verification digital records
mechanism
From Using ZKP and Computational
transparency to SSI for efficiency, key
privacy through controlled data management
cryptography disclosure

From static audit

Smart contracts

Issues of liability

to continuous and analytical and reliability of
monitoring algorithms create automated
a “live audit” procedures
From monolithic Accounting The need for
ERPs to becomes part of standardization
integrated ledger | the organization's of APIs, data
ecosystems digital ontologies,
infrastructure reporting formats

The trends in Table 2 demonstrate a systemic shift
from traditional centralized accounting models to flexible
decentralized accounting systems, where cryptographic
mechanisms, automated verification procedures, and data
integration across organizational domains play key roles.
This evolution is changing the accounting paradigm
itself, from administrative control to algorithmic trust,
while creating new challenges in the areas of legal
regulation, standardization, and cyber resilience.

However, despite significant scientific and applied
progress in the creation of decentralized accounting
systems, a number of key issues remain unresolved.

First, the integration of zero-disclosure proofs into
real-world accounting processes still has a gap between
theoretical models and the performance requirements of
enterprise-level systems. This requires the development
of optimized proof generation schemes, as well as the use
of hardware and parallel computing to achieve acceptable
service level agreement rates.

Second, autonomous digital identity systems based
on cryptographic key management face challenges in
restoring access, revocation, and trust in nodes.
Production systems require standardized operational
policies for cryptographic key management, including
procedures for backing up, delegating, and auditing.

Third, in the area of ensuring a balance between
transparency and confidentiality, there is a need for
universal patterns for selective data disclosure, evidence
generation, and audit trails without compromising
privacy. Despite the promise of cryptographic protocols
that allow data to be authenticated without revealing the
information itself, there are currently no industrial
solutions that can scale such mechanisms to real business
workloads.

2. Architectural foundations and conceptual
principles of decentralized accounting systems

As already emphasized in the study [6], the
fundamental basis of decentralized accounting systems is

the concept of cryptographic trust, which replaces
traditional centralized administrative control. In such
systems, trust is formed not through institutional
oversight, but through the use of cryptographic
mechanisms: digital signatures, hash functions,
commitment schemes and zero-disclosure protocols. The
use of these tools ensures the immutability of records, the
authenticity of transactions and the provability of the
actions of all participants even in a fully distributed
environment.

As already noted, an important component of
modern DARS architectures is the autonomous identity
model, which allows users to independently manage their
digital attributes without the participation of centralized
registrars or intermediaries [20]. In such a model, the user
does not delegate the management of personal data to
third-party organizations, but acts as the source and
carrier of verified evidence of his identity. Trust in these
attributes is ensured by cryptographically confirmed
certificates and decentralized verification mechanisms.
This forms a new ecosystem of decentralized trust, where
control and confirmation of operations are carried out not
by administrators, but by network consensus.

Thus, the development of architectural principles of
accounting systems demonstrates the transition from
centralized, organizationally managed structures to a
decentralized trust infrastructure, within which control,
verification and audit mechanisms are built directly into
the technological platform. In this context, decentralized
accounting systems act not only as a means of protecting
information, but also as the basis for forming a new

model of digital asset management, increasing
transparency and accountability in  distributed
environments.

Table 3 provides a description of each stage of
development of decentralized accounting systems depending on
the type of system and the technological basis of its
construction.

Table 3 — Stages of development of decentralized accounting
systems, their characteristic features and architectural
features

creating a shared
transaction log
signed by all
parties

Stage of System type and | Technological basis

development characteristics / architectural
ofa features
decentralized
accounting

system

Stage I Triplet The concept of
(2015-2020) accounting — “third record” with

cryptographic
signatures; the birth
of the idea of a
distributed ledger;
the use of a shared
environment with

trust
Stage 11 Permissioned Private
(2020-2023) blockchain for (permissioned)
accounting — blockchain
distributed architecture;
ledgers with transaction access
access control; control; consensus
PBFT or Raft among trusted
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Stage of System type and | Technological basis
development characteristics / architectural
ofa features
decentralized
accounting
system
consensus participants
Stage 111 Public blockchain | Public blockchain
(2020-2024) systems — open with decentralized
networks consensus (PoW,
(Ethereum, PoS); smart
Bitcoin) for contracts; open
automating access to
records and data transaction history
verification
through smart
contracts
Stage IV SSI-oriented Decentralized
(2023-2025) accounting identifiers (DID)
systems — user integration with
identity ledger; autonomous
management key management;
without audit-trail support
intermediaries,
DID, Verifiable
Credentials
Stage V Zero-knowledge Implementation of
(2024-2025) proof systems — zk-
selective SNARK/STARK
confirmation of for privacy;
transactions additional
without revealing | cryptographic layer
the content on top of
blockchain; private
audit
Stage VI Hybrid Dual architecture:
(32025p.) accounting hashes and proofs
architectures (on- stored on-chain,
chain/off-chain) — data stored off-
combining chain;
blockchain with interoperability and
traditional compatibility
databases to standards
optimize
performance

As can be seen from Table 3, the evolution of
decentralized accounting systems demonstrates a gradual
transition from simple concepts of a shared transaction
log to complex architectures that combine blockchain,
cryptography, and autonomous identity management.
While in the early stages the main achievement was to
eliminate the need for a centralized intermediary, further
development led to architectures with consensus
mechanisms (PBFT, PoS) and smart contracts that
ensured automation and immutability of records. In
modern systems, SSI and ZKP are integrated, which
shifts the focus from trust in nodes to cryptographically
guaranteed verifiability and confidentiality. The latest
stage is hybrid on-chain/off-chain architectures that seek
to balance the security of blockchain with the scalability
of traditional systems, forming the basis for the practical
implementation of decentralized accounting in corporate
and government environments.

Thus, the conducted research shows that the
structure of the architecture of a decentralized accounting

system includes the following main components:

a distributed transaction log that ensures the
immutability of records;

participating nodes that perform verification and
storage of data copies;

smart contracts that automate business logic;

cryptographic modules to ensure confidentiality,
signing and verification of transactions;

access interfaces through which integration with
corporate systems and external services occurs.

Building the architecture of decentralized
accounting systems involves not only the technical
organization of components such as nodes,
communication channels, consensus protocols or data
storage, but also a conceptual rethinking of the very
principle of trust in accounting processes. In such
systems, the architecture acts as a reflection of the basic
logical and functional principles: instead of centralized
control, there is distributed mutual verification, instead
of administrative management, there is algorithmic
consistency, instead of institutional trust, there is a
cryptographic guarantee of authenticity.

3. Cryptographic mechanisms for ensuring
trust and protection in decentralized systems

As is known, the main goals of using cryptographic
mechanisms for ensuring data security are to guarantee
authentication, integrity and confidentiality of data. The
transition from centralized models to decentralized
accounting systems, in which data is stored distributedly,
and trust is ensured not through administrative control,
but through cryptography, puts forward new
requirements for the architecture and operational
mechanisms for ensuring trust and protection. If earlier
authentication, confidentiality, integrity and availability
were ensured by centralized servers, then in decentralized
registries this function is implemented through a set of
cryptographic tools, such as digital signatures, hash
functions, commitments, proofs without disclosure, key
management mechanisms, tokenization and smart
contracts. Therefore, understanding the theoretical
foundations of such mechanisms is a necessary
prerequisite for their practical application in the context
of accounting systems.

Let us consider in more detail the cryptographic
principles that provide the basic security properties of
authenticity, integrity, and controlled access.

Authentication is the process of confirming that a
participant in a system is who he claims to be. In the
cryptographic context, this is implemented through
public/private keys, digital signatures, and mutual
authentication mechanisms. For example, a digital
signature algorithm allows a private key to create a
signature that can be verified by a public key and
confirms the origin of a message and its integrity. [21]

In a decentralized system, the cryptographic
authentication model includes the following stages:

key generation. The wuser creates a pair of
cryptographic keys: private (for signing) and public (for
verification). These keys form the basis of the user's
cryptographic identity;
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formation of a decentralized identifier (DID). Based
on the public key, a DID is generated and registered in a
decentralized registry. The DID serves as a unique record
that links the wuser to their public key without
intermediaries;

cryptographic signature. When accessing the
system, the user signs a request or transaction with a
private key, which guarantees the authenticity and
impossibility of forging the message;

signature verification. A system node or smart
contract verifies the signature using the public key
obtained from the DID record. If the verification is
successful, the user is recognized as authenticated and is
granted access to the system resource or function.

Thus, the authentication process in decentralized
accounting systems occurs without the participation of
centralized verification bodies and is based on
asymmetric cryptography. DID identifiers act as a key
link between the user and the network, providing self-
control over digital identity, preserving the integrity of
transactions and reducing the risks of data compromise.

Data integrity means that information has not been
tampered with since its creation or last verification. In
cryptographic systems, this is guaranteed using hash
functions, commitment schemes and, in distributed
ledgers, through a sequence of blocks that reinforce each
other or the “hash of the previous block” function. [22]
That is, integrity in a distributed ledger is based on the
use of hash dependencies between blocks. This approach
makes it impossible to change data without a
corresponding update of the entire chain, which
guarantees the reliability and immutability of transaction
history in a distributed environment.

Access control determines who has the right to
perform what actions in the system. In decentralized
accounting systems, roles, attribute-based access
(ABAC), access control lists (ACLs), or smart contracts
that control access programmatically are widely used.
[23]

As a mechanism for managing user rights, smart
contracts are used that act as an intermediary between the
user and system resources. Next, the smart contract
checks the user's role or attribute according to the access
policy (for example, according to the ABAC principles).
If the user meets the requirements, the contract generates
and issues an access token - a cryptographic marker that
certifies the right to perform a certain action. At the final
stage, the system node verifies the token before
performing the requested operation, which provides
decentralized, transparent and controlled access without
a centralized administrator.

Thus, the use of smart contracts for access control
allows for the implementation of an automated, verifiable
and secure authorization model. This approach
eliminates the need for centralized user management,
increases trust between nodes and guarantees the
implementation of access policies at the code level,
which is especially important for decentralized
accounting systems.

As a result of the research, the most effective
cryptographic mechanisms that ensure authenticity,

integrity and trust in decentralized accounting systems
can be identified:

1. Authentication module (digital signature) —
provides authentication, i.e. allows you to uniquely
establish who performs the operation; guarantees non-
repudiation, since the signature cannot be forged without
the owner's private key; helps build trust between
network nodes without an administrator.

2. ZKP-confirmation — allows for selective
disclosure of attributes while maintaining confidentiality;
increases the level of trust and privacy due to the fact that
participants can verify the fact without receiving "extra"
information; optimally integrates into the process of
verifying attributes in the smart access contract.

3. Hashing and cryptographic commitments —
ensures data integrity due to the immutability of hashes
in the blockchain; implements a reliable audit model: any
off-chain modification of data can be detected due to
hash divergence; eliminates the need to store large
amounts of data in the blockchain, but maintains trust in
their authenticity.

4. Smart access contract — uses digital signatures
and ZKP to verify access requirements; guarantees
determinism, i.e. the same verification result on all
nodes; protects against forgery and unauthorized
changes.

5. Cryptographic validation of user data — provides
authorization, i.e. confirms that the user has the right to
perform an action; promotes data integrity and
authenticity through cryptographic verification; works in
conjunction with a smart contract and an authentication
module.

Thus, each component of cryptographic
mechanisms provides a separate aspect of protection,
which together form a cryptographic foundation of trust
that replaces centralized control and ensures the secure
functioning of decentralized accounting systems.

Discussion of results

The analysis conducted in the article shows that the
evolution of accounting systems from centralized models
to decentralized solutions is driven by the need to
increase trust, resilience to compromise, and reduce
dependence on a single control center. At the same time,
the transition to decentralized architectures places new
demands on cryptographic mechanisms that must
provide not only authentication and integrity, but also
scalable privacy, transparent auditing, and fault
tolerance.

It should be noted that despite significant progress
in the development of blockchain infrastructures,
cryptographic tools are at different stages of maturity in
terms of performance and integration into real-world
accounting processes. Of particular note is the gap
between theoretical cryptographic models and the
practical constraints of enterprise systems, where service
level agreements, throughput, and low latency remain
critical.

In addition, it has been shown that the combination
of on-chain and off-chain data storage requires a
consistent model of access control and attribute
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verification, which actualizes the role of smart contracts
as cryptographically secure mechanisms for automating
rules. However, the lack of industry standards and
patterns for confidential access and scalable privacy
limits the widespread adoption of decentralized
accounting systems in critical industries.

Taking into account the identified limitations,
promising areas of further research towards the formation
of a system for protecting decentralized accounting
systems are the development of high-performance proof
schemes with zero disclosure, the formation of
standardized models of confidential access, as well as the
construction of agreed-upon interoperable protocols
capable of integrating different accounting domains into
a single decentralized space of trust.

principles that shape modern decentralized models. It
shows that cryptography is the foundation of their secure
functioning, from ensuring data integrity to building trust
between participants without intermediaries.

The mechanisms considered, such as digital
signatures, cryptographic hashes, commitments, smart
contracts, ZKP protocols and selective attribute
disclosure, form a comprehensive security infrastructure
capable of supporting transparency, security and
decentralization. At the same time, it has been established
that the further development of decentralized accounting
systems requires the optimization of cryptographic
protocols, the formation of industry standards and
overcoming performance limitations.

Thus, cryptographic mechanisms actually become

accounting systems and identifies key architectural

10.

11.

12.

13.

14.

15.

16.

17.

the basis of a new accounting model in which trust arises
not due to central control, but due to mathematically
proven guarantees, transparent rules and the possibility
of open verification of each operation.

Conclusions

The article summarizes the evolutionary path of
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EBOJIIOLISA OBJIKOBUX CHCTEM TA KPUIITOTPA®IYHI 3ACOBM iX 3AXHCTY B YMOBAX
JENEHTPAJIIBALIL

0.0. €rpammn, C.C. Ioraciit, M. O. MenpHUK

AHoTalisi. AKTyaJbHICTh AociaimkenHs. CTaTTs MPUCBSIUCHA OTJISAY EBOJIOLIT OOJIIKOBHX CHCTEM , O (POPMYIOTHCS
i1 BINTMBOM PO3BUTKY OJOKUSHH-TEXHOJIOTiH Ta KpUNTOrpadiuHuX 3ac00iB 3aXHUCTy. AKTYaJIbHICTh TEMH 3yMOBIICHA 3pOCTaHHIM
BHMOT JI0 TIPO30POCTi, CTIHKOCTI Ta TOBipK B yMoBax I poBizaliii, KoM HEeHTpai30BaHi MOJIEN Je/ali JacTille JeMOHCTPYIOTh
Bpa3JIMBICTh 10 KOMIIPOMETAIlii, MOHOMOI3amii KOHTpoJo Ta KiGep3arpos. Ilpeamerom aociaigxeHHsi € Kpunrorpadidsi
MeXaHi3MHI: TUQPOBI HiAmucH, xenl-QyHKii, KOMITMEHT-CXEMH, POTOKOJIN HYJIFOBOTO PO3TOJIOLICHHS, CMapT-KOHTPAKTH Ta
MOJIEITi CEIEKTUBHOTO PO3KPHUTTS JaHUX, SKi 3a0€3MeUyI0Th aBTCHTHYHICTD, HUTICHICT 1 KOHTPOJIb IOCTYITY B ICIIEHTPAIi30BAHUX
o0ikoBuX cuctemMax. MeTa cTaTTi mojsirae y NpoBeJeHHI TEOPETUKO-aHATITHIHOTO OTJISLY €BOJIONIT OOJIKOBHX CHCTEM: BiX
LIEHTPaII30BaHNX MOJIENIeH 10 AELEHTPATi30BaHUX apXiTEKTyp, i3 30CEpeIDKEHHSIM Ha POJIi KpUNTOorpadiyHuX MeXaHi3MiB, Ui
3a0e3neyeHHi LiTiCHOCTI, JOCTOBIPHOCTI Ta 3aXUCTy iH(popMauiiiHuX o0mikoBux naHux. Pe3yasTaTnm. BusHaueHo Kimo4oBi
TEHJICHIIIT PO3BUTKY JICIEHTPANIi30BaHNX PEECTPIB, 30KpeMa iHTerpaiito SSI-mifxoaiB, oNTHMI3alil0 KOHCEHCYCHHX aJrOPUTMIB,
noenHaHHs on-chain Tta off-chain iHdpacTpykTyp i 3poctaHHs poji perysITopHuX MexaHi3miB. [lokas3aHo, IIO0 CydYacHi
KkpunrorpadiyHi IHCTpYMEHTH mepeOyBalOTh Ha PI3HHX eTamax TEeXHOJNOTIYHOi 3piocTi Ta MOTPeOyIOTh MOJATBIIOTO
YIAOCKOHAJICHHSI IS BIINOBIZHOCTI BHMOTaM NPONYKTUBHOCTI, MacmiTaboBaHOCTI Ta KoH(]imeHHiHOCTI. BHcHOBKH.
OOrpyHTOBaHO, IO KpHNTOrpadis CTae KIIOYOBHM J(paiiBepoM IIepexo[y [0 HOBOI MapagurMu oOmiky, y sKii xoBipa
3a0e3neduyeThCs He LEHTPATi30BaHUM KOHTPOJIEM, a MaTeMaTHYHHUMHU TapaHTiIMH, MPO30PHUMHU MpPaBWIAMH Ta MOXIIHBICTIO
Bigkpuroi Bepudikarii. BusHaueHO HampsMHM NOJANBIINX JOCHIIKEHb, cepel SKHX MiJBUIICHHS MpoxyKTHBHOCTI ZKP y
MPAaKTUYHUX 3aCTOCYBaHHSX, CTaHIAPTH3alis Mojeiedl KoH(DIZeHLIfHOro JOCTymy Ta po3po0Ka aJanTHBHHUX apXITEKTyp
JCIIEHTPATI30BAHUX CUCTEM JIJIsI PealbHUX Oi3HEC-CEepeIOBHIIL.

Kaw4doBi caoBa: nemeHTpanizoBaHi OOJIKOBI CHCTEMH, KpUOTOTpadiyHi MeXaHi3MH, IUTICHICTh JaHHUX, KOHTPOIb
JOCTYILy, 10Ka3 3 HYJIbOBUM PO3TOJIOIICHHAM, OJIOKYEiiH.
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