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McELIECE AND NIEDERREITER CRYPTOCODE STRUCTURE MODELS

Abstract. The relevance of the research lies in ensuring information security by creating cryptographic solutions that
combine high performance, resistance to quantum attacks and the possibility of effective implementation in resource-limited
devices. The subject of study is the approaches and strategies for using code cryptosystems, in particular the McEliese and
Niederreiter crypto-code constructions, as basic mechanisms for building cryptographic systems resistant to attacks. The
purpose of the article is to substantiate the prospects of using code cryptosystems as basic mechanisms for building
cryptographic systems resistant to attacks on quantum computers. To develop algorithms for generating and decoding
cryptograms, to analyze their algorithmic complexity. Research results. The prospects for using code cryptosystems
as basic mechanisms for building cryptographic systems are substantiated. The algorithms for generating and
decoding cryptograms were developed, their algorithmic complexity was analyzed, and the potential for integrating
such structures into real systems was assessed. Conclusion. The study allows reveal advantages of a systematic approach
in planning speed of action thanks to previous calculation syndromes. The solutions for algorithmic difficulties indicate a
high efficiency crypto protection, which makes them suitable for use in modern information systems.
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Introduction

The relevance of the problem and analysis of
literary sources. In the context of intensive development
of quantum computing, cloud technologies and mass use
of IoT devices, ensuring cryptographic stability of
information systems becomes a critically important task.
Traditional public-key cryptosystems, such as RSA or
ECC, are vulnerable to attacks on quantum computers
due to the Shor and Grover algorithms. This makes the
development of post-quantum cryptographic systems
based on mathematical problems that remain difficult
even for quantum computers relevant. Among such
approaches, a special place is occupied by code
cryptosystems, in particular the McEliese and
Niederreiter crypto-code constructions, which are based
on the complexity of decoding linear codes in the general
case.

In recent years, significant progress has been
observed in the study and optimization of code
cryptosystems. Thus, in work [1], modifications of the
McEliese cryptosystem based on elliptic codes are
analyzed, which allow to increase the encryption
performance and reduce the size of the keys. The authors
demonstrate that the use of algebrogeometric codes, in
particular codes on elliptic curves, provides high coding
density and decoding efficiency, which is important for
use in resource-dependent environments. Another
important direction is the study of the computational
complexity of crypto-code constructions. In work [2], a
detailed analysis of the algorithmic complexity of the
coding and decoding processes in Niederreiter-type
cryptosystems is carried out, in particular using
systematic and non-systematic approaches. The authors
show that systematic coding allows to reduce the time of
cryptogram formation due to the preliminary calculation
of syndromes, which increases the system speed. This is

consistent with the results given in the downloaded
document, which compares the complexity of operations
for different implementation options. Particular attention
is paid to the security of cryptosystems based on elliptic
codes. The study [3] considers vulnerabilities associated
with the error localization procedure, in particular the use
of Chen's algorithm, which is mentioned in the
downloaded material. The authors propose a modified
approach to checking the roots of the error locator
polynomial, which reduces the probability of a successful
information rack attack. In addition, the work [4]
investigated the integration of crypto-code structures into
practical data protection systems, in particular in
blockchain technologies and electronic voting systems. It
is shown that the use of codes with high error correction
capabilities  allows to  simultaneously  ensure
confidentiality, integrity and resistance to quantum
attacks. Thus, the analysis of scientific sources indicates
a growing interest in code cryptosystems, especially
based on elliptic and algebrogeometric codes. The
relevance of the topic lies in the need to create
cryptographic solutions that combine high performance,
resistance to quantum attacks and the possibility of
effective implementation in resource-limited devices.
The results presented in the downloaded document
regarding algorithmic complexity and decoding
procedures are relevant and correspond to current trends
in the development of post-quantum cryptography.

The purpose of the research is to substantiate the
prospects of using code cryptosystems, in particular the
McEliese and Niederreiter crypto-code constructions,
as basic mechanisms for building cryptographic
systems resistant to attacks on quantum computers. To
investigate the resistance of such systems to known
attacks, in particular at the stage of error localization
using the Chen algorithm, and to propose ways to
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improve security and performance. To develop
algorithms for generating and decoding cryptograms,
to analyze their algorithmic complexity.

1. McEliece and Niederreiter's crypto-code
construction models

The mathematical model of an asymmetric
cryptosystem  for information protection using
algebrogeometric block codes based on the McEliese
crypto-code construction is formally defined by the set of
the following elements:

— set of information sequences M = {M,,Mz,...,qu},

where M, ={I,,1, ... I, I, }, VI; € GF(q);

— set of

C= {CI,CZ,---,qu },
C =(cj{0,c;;,...,c; ,C;H) , Ve, €GF(q);

cryptograms (codograms)

where

- cryptographic transformation — formation of a
¢ = {¢1 a¢2 a---,¢s } N Where
¢ M—>C,i=12.s;

- set of inverse cryptotransformations — decoding
codegrams :

¢ ={4".4 s}, where ¢ :C, > M ,
i=12,..,5;
- set of public keys:

K, ={K, K LK }=

cryptogram (codogram):

_ EC EC, ECs
={G, al,GX a/,...,GX a,}

where G)E(Cl s the public key of the crypto conversion:

a.
. Kiq; H
@ .M——)Ck_hj ;i=12,...,s8;

GE“ = X" xG* xP"x D", ue{l,2,..,s};
a i — the set of coefficients of the polynomial ES, Va ;

€GF(q);
set of private (private) keys — masking matrices:

K ={K,K,..K} =
= { {Xap,D}l s {X,P,D}2 EARAS] {X,P7D}s}:
= {x".P.D'};

Gy =X"-G*-P"-D", ue{l2,..,s},
where G — generating nx k matrix algebrogeometric
block (1,k,d) code with elements from GF(g), based

on use chosen by the user coefficients of the polynomial
of the curve a | ... a¢, Va ; eGF(q) , uniquely specifying a
specific set of points curve from spaces P 2.

The formal mathematical description of the
formation of a cryptogram is determined by the
expression:

C,=¢,(M,.Gi)=M,-(Gy) +e. (1)
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where the weight of the vector € is determined by:

1

osW(e)Stz[d—_J. )

2

On the receiving side, due to knowledge of the
private (private) key, the authorized user uses bijective
transformations and a decoding algorithm. Berlekamp -
Messi [6-9]:

M, =¢'(C,.{X,P.D},). 3)
— removes the effect of masking matrices P and D" :

C=Cx(D") x(P') =

T
=(M,><(X” x G x P" ><D”) +e)><

(o) () -
() X(6) wex(D) ()’
— decodes the received vector using the Berlekamp -
Messy algorithm [10,11]:
C=M,x(x") x(G*) +ex(D") x(P") .
— removes the masking matrix (X ! ) :

(M,. x(X" )T)X(X” ) =M.

Let us consider a formal description of the
mathematical model of the asymmetric Niederreiter
cryptosystem, which is formally defined by a set of
elements [12,13]:

—  setofplaintexts M = {M1 ,Mz’...qu };

- set of closed texts (syndromes)
S= {SO,SI,...Sq,, } VS, e GF(q),iel...q"
- set of direct cryptotransformations:

(pz{(pl,(pz,...,(pr} ,wherep. :M — S ,i=12,...,¢;

set of inverse  cryptotransformations:

—1

» = {¢1717¢2717~-~7¢;1}, where
0 S, S M,i=12,..e;

- set of public keys:
KU, ={KU, ,KU, ,..KU, }=
. where His a
:{HEC1 HE? HECr} Yo

check r<n matrix with elements GF'(q), ai— a set of

coefficients of the polynomial of the curve a; ...as, a; GF
(q), which uniquely defines a specific set of points of the
curve from the space P2
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set of private (private

_ keys:
KR = {{X,P,D}I AX,P,D}, ,...,{X,P,D}r} =

- {X",P",D"}.

Based on equilibrium coding, the information
sequence is converted into an error vector, which is used
in the mathematical model of cryptogram formation.

The formal description of the mathematical model of
cryptogram formation is determined by the rule:

SX/ =9, (MDH)E(CM):M;' X(H)fcu)T’

and the Hamming weight (number of non-zero elements)
of the vector e does not exceed the correcting ability of

the algebraic block (7,k,d) code used:

d-1
w:os»v(M,,)sz:LTJ.
The cardinality of the sets M and C is determined by
the admissible spectrum of weights W(M ; ), , 1.e. in the
general case (for all admissible values of W(Ml.)) we

have:
m=>(q-1) xCi, (4)
i=0

n!

where C:; is the binomial coefficient, Cf; =
it(n—1)!

The public key is formed by multiplying the
check matrix of the algebrogeometric code by the
masking matrix:

Hi=X"xHxP'xD", uei{l,2,..,s},(5)
where H*“ is the verification X (n— k) matrix of the

algebrogeometric block (n,k,d)code with elements
from GF(q).

On the receiving side, the authorized user uses a
private (private key):

*

S

r

—_— * T

=c\ -Hj (6)
*

that is finds a vector C :

* _ T _
Cy, =Cx, X Hy =0.

Next, a decoding sequence is used, as in the
McEliece crypto-code construction.
To restore the information equilibrium sequence,

M , it is sufficient to multiply the vector again M|' by the

masking matrices D" and P, but in a different order:
g

M,=MxP"“xD" =
4 4 (7
:M[.x(D") ><(P") xP“xD"=M,.

When decrypting a cryptogram (after obtaining the
error vector), the inverse equilibrium coding algorithm is
used.

McEliese and
constructions based on ES.

First, we will consider algorithm for forming a
cryptogram (codogram) in the McAleese crypto-code
construction.

The algorithm for forming a codegram is presented as
a sequence of the following steps:

Step 1. Enter the information to be encrypted. Enter

the public key G5 .
Step 2. Encoding information with an elliptic code.
Formation of a codeword with x elliptic code given by the

Niederreiter crypto-code

. E
matrix G Xc .

Step 3. Formation of an error vector e, the weight
of which does not exceed <t —the ability of the elliptic code
to detect and correct errors.

Step 4. Formation of the codegram:

*
CX - CX +e.
Step 5. Completion of work. The end.

Cryptogram (codogram) decoding algorithm in
McAleese crypto-code construction on the receiving side
is described by the following steps:

*
Step 1. Enter the codegram C y, which is to be

decoded. Input of the private key — matrices X, P, D.
Step 2. Removing the action of diagonal and
permutation matrices:

c =cyxD"'xP"
%
Step 3. Vector decoding C . Formation of vector
i
Step 4. Removing the action of the matrix X: i =1
' - X-1. Formation of the desired information vector i.
Step 5. Completion of work. The end.

The main stage of the developed algorithm for
decoding codegrams is vector decoding (step 3). Let us
present, with minor changes, the scheme for decoding the
algebra of algebrogeometric codes proposed in [7], and
estimate the complexity of the algorithm for decoding
elliptic codes.

The task of decoding an algebrogeometric code is
to find the error vectore=(e o, €1, ..., € n.1) for the known
syndrome sequence S=(So, S 1, ..., S r-1)-

Let us consider as generating functions
homogeneous monomials of degree degF. Each such
monomial is written in the form:

fimp=x'y"zP [ +m+ p = degF. (8)

&3
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On the set of projective points of the curve X,
represented in homogeneous coordinates in the form P
(X, Y, 1), the values of the generating functions will take
the form, f, :XI.[YI.'”, | =0.n—1,] + m<degF. The

verification matrix A is written as:

1 1 1
XO Xl Xn—l
H= ©)
YodegF YldegF Ynd_elgF

Elements of a syndrome sequence as elements of a
vector ||S i ||, , we calculate according to the rule:

n—

S, =

m

n—1
G X]Y" = "eX!Y" 1+m<deg, (10)
i=0

Il
(=]

i
or, in matrix form,

T

*

IS, <[ =[xy (11)

171
n

r=H

||el.

Thus, the problem of decoding an algebrogeometric
code constructed by mapping projective points P (X, Y, 1)
by a curve with homogeneous monomials of degree degF'
is equivalent to the problem of solving a system of r = d
+ g — I nonlinear equation in 3¢ variables.

To solve this problem, we will use an artificial
technique, which consists in introducing into
consideration a polynomial of error locators, the solutions
of which uniquely localize (indicate the location of) the
errors that have occurred.

Let us define the polynomial of error locators of an
algebrogeometric code as a polynomial in two variables,
degree <(t—1):

nr n

aptanpxt..+y”=0, (12)
where ¢ is the number of errors that the algebraic-
geometric code can correct.

Multiplying both parts of the polynomial (12) by e ;
and summing over all i = 0... n — I, the value at the point
(x = X, y = A;), we obtain the recurrent expression:

aopSotanSot..+tSe=0, (13)
which defines a system of linear equations with
respect to the unknown coefficients of the polynomial of
error locators.
In matrix form, the system of linear equations is
written as:

84

Soo S S
Sio Sy Sy
X
S Sois Syaia
(14)
Ao S0,
2T =Si
X =
Ay —=Si23

After finding the coefficients of the error locator
polynomial, the error localization procedure consists in
substituting all possible locators and selecting those that
reduce the error locator polynomial to zero. This
procedure is known in the literature as Chen's procedure
[20-25]. When decoding algebraic geometric codes, all
pairs of locator polynomials are substituted, identifying
all projective points of the curve given in homogeneous
coordinates P (X, Y, 1).

Fig. 1 and Fig. 2 show the algorithms for cryptogram
formation and decoding based on Niederreiter's crypto-
code construction.

Fig. 1. Encryption algorithm in the Niederreiter crypto-code
on elliptic codes
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Fig. 2. Decryption algorithm in the Niederreiter crypto-code
system using elliptic codes

C=Ci[Cy ‘,,\C:"

During the research, asymmetric crypto-code
structures based on elliptic codes were developed, as well
as algorithms for generating and decoding codegrams.
Based on the obtained relations that determine the
relationship between the parameters of elliptic codes and
asymmetric crypto-code structures, an analysis of the
computational complexity of the processes of encoding
and decoding codegrams was carried out. The results of
experimental studies showed that asymmetric crypto-
code structures based on elliptic codes are characterized
by high performance and demonstrate potential stability.

2. Coding complexity research materials

Table 1 presents the results of research into the
algorithmic complexity of systematic and non-systematic
coding algorithms using elliptic codes in McEliese and
Niederreiter crypto-code constructions.

Table 1 — Algorithmic complexity of systematic and non-systematic coding algorithms in crypto-code constructions

Parameter of Coding Complexity in Crypto-Code Construction
Mac-Eliece (coding, number of addition and multiplication Niederreiter (number of
operations) addition and multiplication
systematic non-systematic operations)
Computation of syndrome kxr kxn -
vector
Computation of parity-check kxr kxn -
vector
Complexity of systematic O(3xdegFxn) O(3xdegFxn) -
coding algorithm without
considering the complexity
of generator function
computation
Complexity of cryptogram O((r+1) xn) or O(4xdegFxn) | O((k+1) xn) or O(4xdegF>n) O(3xdegFxn) or O(dxn)
generation algorithm
Complexity of cryptogram O2xn?H2HPH2H-2)2/4) | O2xn>H>H4t2H(12+-2)%/4) O(5xn?+42+(+1-2)%/4)
decoding algorithm

During the research, asymmetric crypto-code
structures based on elliptic codes were developed, as well
as algorithms for generating and decoding codegrams.
Based on the obtained relations that determine the
relationship between the parameters of elliptic codes and
asymmetric crypto-code structures, an analysis of the
computational complexity of the processes of encoding
and decoding codegrams was carried out. The results of
experimental studies showed that asymmetric crypto-
code structures based on elliptic codes are characterized
by high performance and demonstrate potential stability.

3. Discussion of results

The conducted research highlights the feasibility
and efficiency of using code-based cryptosystems,
particularly the McEliece and Niederreiter constructions,
as a reliable foundation for post-quantum cryptographic
mechanisms. The comparative analysis of systematic and

non-systematic coding demonstrated that systematic
approaches provide advantages in reducing encryption
time through pre-computed syndromes, which is critical
for high-speed applications. At the same time, the study
of wvulnerabilities, such as those linked to Chen’s
algorithm, revealed the need for modified error
localization procedures that significantly enhance
cryptographic resilience.

The obtained results confirm that code-based
constructions not only ensure confidentiality and
integrity of data but also exhibit strong resistance against
quantum algorithms such as Shor and Grover. This
makes them highly relevant for integration into practical
systems, including blockchain networks and electronic
voting platforms. Moreover, the demonstrated potential
for implementation in resource-constrained
environments, such as IoT devices and embedded
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systems, emphasizes the practical importance of the
proposed solutions.

4. Conclusions and prospects for further
development

In the course of the work, the prospects of using
code cryptosystems, in particular the McEliese and
Niederreiter crypto-code constructions, as a basis for
building cryptographic solutions resistant to threats
arising in connection with the development of quantum
computing were substantiated. In the context of the
vulnerability of traditional public-key cryptosystems,
such as RSA and ECC, to quantum attacks based on the
Shor and  Grover  algorithms, post-quantum
cryptographic mechanisms based on difficult-to-solve
mathematical problems, in particular the complexity of
decoding linear block codes, acquire special importance.
In this context, considerable attention is paid to
algebrogeometric codes, in particular codes on elliptic
curves, which combine high cryptographic stability with
the efficiency of implementation in resource-dependent
environments.

The scientific research focuses on the analysis of
mathematical models of crypto-code constructions, the
development and optimization of encryption and
decryption algorithms, as well as on the assessment of
their computational complexity and resistance to existing
attacks. Special attention is paid to the error localization
procedure, in particular, to vulnerabilities associated with
the use of Chen's algorithm, for which modified

approaches aimed at increasing crypto-resistance are
proposed. A comparison of systematic and unsystematic
coding was carried out, which allowed to identify
advantages of a systematic approach in planning speed
thanks to previous calculation syndromes. Obtained
results of algorithmic difficulties indicate a high
efficiency proposed decisions that make them suitable for
use in modern information systems. In addition, research
has been conducted possibility integration of such
structures into practical applications, particularly in
blockchain technology and systems electronic voting,
where they provide not only confidentiality and integrity
data, but also resilience to future quantum attacks.

Thus, the work makes a significant contribution
contribution to development post-quantum cryptography,
offering comprehensive, well-founded and practically
oriented approach to creation secure and efficient
cryptosystems based on theories coding. A promising
direction is the implementation of code cryptosystems in
resource-intensive environments, in particular in IoT
devices, embedded systems, and mobile platforms, where
minimizing key sizes and computational costs is
important.

In this context, further research should focus on
creating compact implementations of codes with high
remediation capabilities, which will allow for effective
data protection even on devices with limited computing
resources.

10.

11.

13.

14.
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MOJIEJII KPUIITO-KOTOBHUX KOHCTPYKIIA MAK-EJIICA M HIIEPPAWITEPA

B.O. Crenenko, I1. Mypp, A. M. Tkauos, O. A. Jlantes, M. O. MensHuK

AHoTanisi. AKTyaJdbHiCTh JOCTiKeHHS Ioyisirac B 3a0e3nedyeHHi iHpopMarifHol 6e3IeKn NUITXOM CTBOPEHHS
KpunTorpadiuHuX pilleHb, OO0 MOEJHYIOTh BUCOKY HPOXYKTHBHICTB, CTIHKICTh M0 KBAaHTOBHX aTaKk Ta MOXIIHUBICTBH
ehekTUBHOI peaimizamii B IPHUCTPOAX 3 OOMEKeHMMH pecypcamu. IIpeamMeToM MOCHiAKEHHSI € MiIXOAW Ta CTpaTerii
BHUKOPUCTAHHS KOJOBUX KPUIITOCHCTEM, 30KpeMa KPUNTOKOJAOBUX KOHCTpYKLiii Maxk-Emnica Ta Higeppalitepa, sik 6a30BUX
MEXaHi3MiB MOOYI0BH KPHUOTOTPApIUHUX CHUCTEM, CTIMKHX a0 arak. MeTow cTaTTi € OOrpyHTYBaHHS NEPCHEKTHB
BUKOPHCTaHHS KOJOBHX KPUITOCUCTEM SIK 0a30BHUX MEXaHi3MiB MOOYJOBH KPUNTOTpaiYHUX CUCTEM, CTIHKHX O aTak Ha
KBaHTOBI KOMIT'IoTepH. PO3poOHUTH aNropuT™Mu reHepaii Ta JeKo yBaHHS KPUIITOrpaM, IpOaHali3yBaTH 1X aJrOPHTMIUHY
ckiaaHicTh. PesyabpTaTn gocaimkennsi. OOIpyHTOBaHO IEPCHEKTUBY BUKOPHCTAHHS KOJOBUX KPUITOCHCTEM SIK 6a30BUX
MeXaHi3MiB 1MOOynoBH KpunrTorpadidaux cucreM. Po3polOiieHo anropuTMmu reHepamii Ta JeKOXyBaHHS KPHIITOTpaM,
IIPOaHaNi30BaHO IX aNrOPUTMIYHY CKJIAQIHICTh Ta OLIHEHO IIOTEHINiall iHTeTpamii TaKuX CTPYKTYp y pealbHi CHCTEMH.
BucHoBku. [lociimKeHHs 03BOJISI€ BUSIBUTHU IEPEeBard CHUCTEMHOTO MiJAXOAY B IUIAHYBaHHI IIBHAKOCTI i 3aBISKH
MOMEpPeHIM CHHIpPOMaM OOYHUCIIeHb. PilIEHHS aJlrOpUTMIYHUX TPYAHOIIIB CBiYaTh NPO BHUCOKY e(EKTHBHICTH
KPHUITO3aXUCTY, IO POOUTH iX MPHIATHUMHM Ui BAKOPHCTAHHS B Cy4acHUX iHOPMALiHHUX CHCTEMax.

Knw4oBi croBa: KpunTo-Koz0Ba KOHCTPYKIis, KibepOe3neka, KpUNTOCHCTEMA, AITOPUTMIYHY CKIAIHICTh, MOJCIb,
KOH(]1ICHUIHHICTh, LiNTiCHICTS.
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