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EXPERT-BASED ASSESSMENT OF CRITICAL SECURITY THREATS IN SMART
HOME CYBER-PHYSICAL SYSTEMS

Abstract. Topicality. Smart home systems are becoming increasingly popular as they offer homeowners many benefits,
such as increased convenience, energy efficiency, and improved security. However, these systems can also pose potential
security risks if not properly secured. Detecting threats in a smart home system is crucial for protecting personal data,
preventing physical security breaches and cyberattacks, and ensuring the proper functioning of the system. The article
examines the assessment of the most dangerous threats to the cyber-physical system of a smart home. The process was carried
out by conducting an in-depth examination based on a wide list of threats, taking into account their impact on security
services. All threats were identified according to their source according to the concept of double-circuit security. The subject
of the article is the methods of expert assessment of critical security threats in cyber-physical systems of a smart home. The
purpose of the study is to identify and classify the most dangerous security threats to cyber-physical systems of a smart
home based on expert assessment. As a results, the most critical threats to cyber-physical systems of a smart home were
identified and the basis for developing algorithms for their effective prevention was formed. Conclusions. As a result of the
expert assessment, the most critical threats to cyber-physical systems of a smart home were identified, which creates the basis

for developing effective methods for their prevention and risk minimization.
Keywords: Internet of Things, cyber-physical systems, smart home, security threat, expertise.

Introduction

The relevance of the problem. The Internet of
Things, like any other technology, can be vulnerable to
cyber-attacks and hacking. Attackers can exploit various
areas of the Internet of Things to gain unauthorized
access to devices, steal data, or weaponize cyberattacks.

Cyber-physical smart home systems consist of three
main components:

Physical components that include various IoT
devices such as smart thermostats, smart locks, security
cameras, motion sensors, and other devices.

Software components that provide the user with the
ability to control and monitor smart home devices. These
components can be installed on user devices such as
smartphones and tablets, as well as computers and cloud
servers.

Network components that provide communication
between physical and software components, as well as
provide access to the Internet.

One of the challenges in IoT security is that many
devices are built with old or weak components with
limited security capabilities. Some manufacturers may
also not pay enough attention to the software security of
their devices, so there are risks of using outdated versions
of applications or those that contain vulnerabilities [1].

Ensuring the security of cyber-physical systems of
a smart home is an important aspect that requires efforts
from both device manufacturers and users. The main
problems are: insufficient data encryption, weak
password protection, lack of authentication and
authorization mechanisms [10-12].
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1. Main part

The problem with insufficient data encryption in the
Internet of Things is that data transmitted between
devices can be intercepted and read by third parties. This
can lead to the theft of confidential information or
violation of user privacy [2].

Insufficient encryption can be caused by the use of
weak encryption algorithms or improper configuration of
IoT devices.

To avoid problems with insufficient data
encryption, it is important to use strong encryption
methods.

The solution to this problem is the use of
cryptographically stable encryption algorithms in the
post-quantum period. The use of McEliece (Niederreiter)
crypto-code constructions (CCC) on algebra-geometric
codes (codes using an additional session key — the
equation of a geometric curve) allows to ensure
confidentiality (security of data transmission) in "Smart
Home" systems. Ensuring integrity can be formed by
additional encryption of data (forming a safe), as well as
forming multi-contour security systems (forming internal
and external contours) [3].

Each measurement subsystem is a device that can
work completely autonomously, independently of the
general smart home system, controlling a certain part of
it with the possibility of direct protected control via a
smartphone or computer.

Each measurement subsystem sends a data packet
to a local server, which allows to control the house
without the Internet, being in the same local network
(being connected to a WI-FI router). To ensure the
protection of wireless channels, it is proposed to use post-
quantum algorithms based on asymmetric cryptosystems,
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which are built on the basis of the crypto-code structures
of McEliece and Niederreiter. The use of crypto-code
structures  provides  basic  security  services:
confidentiality, integrity and authenticity. In addition,
crypto-code structures integratedly provide the necessary
level of stability (also in the conditions of the appearance
of a full-scale quantum computer), efficiency (encryption
speed is comparable to the speed of cryptographic
transformations in modern block ciphers) and reliability
(due to the use of interference-resistant codes when
building asymmetric cryptosystems). Taking into
account the level (degree) of secrecy in the proposed
crypto-code structures, it is possible to use various codes:
elliptical codes, modified elliptical codes, LDPC and
lossy codes. The use of two symmetrical systems allows
to increase the level of the protection system as min by 2
times [4].

Information in the network of the internal circuit of
the "Smart House" cyber-physical system (CPS) is
transmitted via open wireless channels with encryption
based on Niederreiter's crypto-code constructions (CCC)
on jamming-resistant codes.

When managing the modified "Smart House" CPS
from the external environment (Internet), an external
circuit of interaction with other systems is added to the
system. In this case, the information received from the
sensors and processed in the local server (which is
physically located in the house) is transmitted over the
Internet connection to the end user using encryption
algorithms based on McEliece's CCC on LDPC codes
[5].

LDPC codes (Low-Density Parity-Check codes) are
one of the types of codes used in digital communication
systems to detect and correct errors in data transmission.
In recent years, these codes have become widely used in
the Internet of Things (IoT) due to their high
characteristics of error correction and data transmission
efficiency [6].

The modified "Smart House" CPS manages a
complex of autonomous systems, each of which controls
certain devices in the house, connecting them into a
common system, which allows you to conveniently
control each one separately, apply various automation
protocols, and also has the possibility of fully
autonomous operation. In fig. 1 in the modified CFS
"Smart House" two contours of information processing
and transmission and possible cyber-attacks are given.

The internal contour contains two main subsystems:

the measurement subsystem collects information
from all sensors about the physical condition of the
building;

the management subsystem sends protection
commands to the device itself, which is controlled by the
local server system.

Each measurement subsystem is a device that can
work completely autonomously, independently of the
overall smart home system, controlling a certain part of
it with the possibility of direct protected control via a
smartphone or computer [7].

Each measurement subsystem sends a data packet
to a local server, which allows you to control the house
without the Internet, being in the same local network
(being connected to a WI-FI router). To ensure the
protection of wireless channels, it is proposed to use post-
quantum algorithms based on asymmetric cryptosystems,
which are built on the basis of the crypto-code structures
of McEliece and Niederreiter.

According to the diagram in Fig. 1, three directions
of cyber-attacks are defined: external, internal, and
attacks on communication channels that provide data
transmission between contours.

The most comprehensive, open industry standard
used for vulnerability assessment is The Common
Vulnerability Scoring System (CVSS). When building a
security threat model, it is often difficult to identify and
indicate risk factors that can be implemented in CPS [9].

The consequences of the implementation of the
threat are categorized according to the three main
properties of information from the point of view of
information security — confidentiality, availability and
integrity.

Compilation of a list of relevant risk factors for CPS
involves the use of a database of 220 CVSS threats.
Based on the relevance of the attack area, the type of
intruder was classified as: an internal intruder with low,
medium and high potential, similarly an external intruder
with the same potentials, the consequences of the threat
implementation: violation of confidentiality, violation of
integrity, violation of availability [9].

An analysis of cyberattacks for additional expert
assessment can be relevant for the identification of
inconsistencies in the system, and the assessment of the
level of threat, like a stink. Below is a general algorithm
for analyzing cyberattacks based on expert evaluation.
The general scheme of expert assessment of threats at the
CPS is shown in Fig. 2.
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Fig. 2. General scheme of expert assessment of threats at the CPS
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The severity level of a detected vulnerability in the
database, depending on the value of the base
vulnerability score V, uses the following severity levels:

o low level, if 0,0 <V <3,9;

e average level, if 4,0 <V <6,9;

e highlevel, if 7,0 <V <9,9;

e critical level, if V =10,0.

At the same time, for the objectivity of expert
judgments, we use the weight coefficients of expert
competence (ki) [13] presented in Table. 1.

Table 1 — Expert competence weight coefficient

The value of
No Expert qualification the weighting
Sactor (ki)
| international expert in the field 1.00
of IS, CS ’
5 national expert in the field of IS, 0.95
CS
3 certiﬁ_ed international specialist 0.90
in the field of IS, CS ’
4 full doctor of science in IS, CS 0,90
5 security chief 0,85
6 Doctor of Philosophy in IS, CS 0,80
7 security officer 0,70
8 system administrator 0,60
9 security engineer 0,50
ostgraduate student in the field
1o | P s, s 040

The total assessment of the i, threat is determined
by the number of experts according to the expression:

K
x, Xk
:;k ‘ (1)

b

xl

K
where x;— assessment of the k-th expert in the i-¢h threat;
ki — expert competence level; K — number of experts.

Table 2 — Summa

A measure of the consistency of expert assessments

is the dispersion, which is determined by the expression:
2

afz%ikk(xk—xi) . (2)

Statistical probability of the received results 1 — a;,
will amount to: [x[. —A,x, +A]’ where the value x;

distributed according to the normal law with the center in
x, and dispersion o'xz, Then A is determined by the

A=t\c?/N, (3)

where ¢ — value according to the Student's distribution for
K -1 freedom degree.

expression:

After an expert evaluation by twenty experts, 220
possible attacks were previously divided by threat
sources into: external, internal, and attacks on
communication channels that provide data transmission
between circuits. An expert scale from 0 to 1 could be
used to assess the threat level of a cyberattack, the value
0 on this scale corresponds to zero threat, and the value 1
- the maximum threat of violation: confidentiality,
integrity, availability, authenticity. The assessment of the
level of the threat of a cyber-attack based on an expert
scale may include factors: the level of access to the target
system, the complexity of the attack, the presence of
vulnerabilities in the target system, the level of
motivation of the attacker, the presence of defensive
measures in the target system.

As a result of the analysis of expert opinions based
on the sum of expert evaluations for security services,
and the average expert evaluation for the source of the
threat within the group, the most influential threats to the
contours of the CPS smart building were selected (Table
2).

table of the most influential threats to the contours of the smart house CPS

The sum of Average
expert expert
Threat erou The name of the smart house The source of the threat (the second | assessments | assessment by
group CPS threat characteristic of grouping) by the source of
security threat within
services the group
) The threat of bypassing multi- An external attack with a high
= oS . . . 17,43 14,2
S factor authentication potential for implementation
= The threat of overcoming An external attack with medium
= : . . ; : 18,6 13,4
£ physical protection implementation potential
[ .
s Code or data injection threat .Extemal atta'ck with 1O.W 13,7 10,4
implementation potential

The threat of introducing Internal violator with high 173 148
2 malicious code into the BIOS realization potential i ’
[9]
= The th f i . .
= ¢ t. reat o spreadlng Internal violator with average
= unauthorized elevated rights to realization potential 15,9 12,8
g the entire grid system P
= The threat of inconsistency in Internal violator with low realization

. . 13,2 10,2
the rules of access to big data potential
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The sum of Average
expert expert
The name of the smart house The source of the threat (the second | assessments | assessment by
Threat group L .

CPS threat characteristic of grouping) by the source of
security threat within
services the group

- The threat of violation of

S information processing External attack with medium

2 technology by unauthorized potential; An internal attack with 16,7 13,1
g changes to the images of virtual medium implementation potential

§ machines

] The threat of int tion of oy .

= ¢ Hireat of mterception o External attack with high potential;

© control of the automated control . . .

® . An internal attack with medium 15,7 13,8
=] system of technological . . .

> implementation potential

2 processes

8 ., : -

= 8 The threat of distortion of e .

S 5 . . External attack with high potential;

S 9 information entered and output o .

w -5 . . . An insider attack with low 15,6 15,1
< © on peripheral information . . .

Q< . implementation potential

£ 3 devices

S % The threat of bypassing External attack with low potential;

_8 © incorrectly configured An insider attack with low 15,4 11,2
kS| authentication mechanisms implementation potential

g The threat of using a Internal attack with medium

g compromised trusted software potential; An external attack with 13,8 13,8
S update source medium implementation potential

g

2 Threat of using default Internal attack with low potential;

§ identification/authentication An external attack with medium 12,9 10,5
Z information implementation potential

External threats to the CPS that have priority
monitoring consist of:

Threats of bypassing multi-factor authentication,
which consists in the possibility of bypassing multi-
factor authentication by introducing malicious code into
the discredited system and components participating in
the multi-factor authentication procedure. in the case of a
discredited user working with files from untrusted
sources, if he has software installation privileges.

The threat of overcoming physical protection —
opens the possibility for the violator to carry out almost
any destructive actions against the discredited
information system when he obtains physical access to
the computer hardware of the system by overcoming the
physical access control system organized in the
enterprise building. locks in the room, staff mistakes,
etc.).

The threat of introduction of code or data is based
on the possibility of introduction by an offender into a
discredited information system or an IoT device of
malicious code, which can be later launched "manually”
by users, automatically upon fulfillment of a certain
condition (onset of a certain date, user login, etc.) or with
the use of authentication data set "by default", as well as
the possibility of unauthorized introduction by the
violator of some of his own data for processing into a
discredited information system, actually making illegal
use of other people's computing resources, and blocking
the operation of the device when executing certain
commands.
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Implementation of this threat is possible: in the case
of a discredited user working with files coming from
untrusted sources; if he has privileges to install
programs_0 in the case that the owner has not changed
the credentials of the [oT device

Regarding the internal threats of the CPS from the
entire volume presented to the study, according to the
experts, primary attention should be given to the
following.

The threat of introducing malicious code into the
BIOS is to force the BIOS/UEFT to execute the malicious
code every time the server is started by injecting it into
the BIOS/UEFI by updating the BIOS/UEFI software to
a version that already contains the malicious code. by
updating the BIOS/UEFI software and replacing the
BIOS/UEFI chipset.

The threat of the spread of unauthorized elevated
rights to the entire KFS grid system is the possibility of
automatic distribution of privileges illegally obtained by
the violator on one node to the entire grid system.
possible if the violator successfully increases his rights
on one node of the grid system.

The threat of inconsistency in the rules of access to
big data can be realized by providing erroneous
unauthorized access to protected information or,
conversely, the possibility of denying access to protected
information to legal users due to mistakes made by them
when delegating privileges by other legal users of the big
data storage, access to information of different users in
the big data repository.
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Attacks on communication channels that provide
data transmission between circuits.

The threat of violation of information processing
technology through unauthorized changes to images of
virtual machines, destructive software influence on a
discredited system or indirect destructive software
influence through it on other systems by unauthorized
access to images of virtual machines. Implementation of
this threat may result in:

to violation of the confidentiality of protected
information processed using virtual machines created on
the basis of unauthorized modified images;

to violation of the integrity of programs installed on
virtual machines;

to violation of the availability of virtual resources;

to create a botnet by injecting malware into virtual
machine images used as templates (reference images).

The threat of interception of the control of the
automated system of technological process control by the
violator of unauthorized access to the information
infrastructure at the expense of the violator obtaining the
right to control the automated system of technological
process control, which is part of it, by exploiting the
vulnerabilities of its software or the weaknesses of
technological data transmission protocols. This is due to
the presence of a smart house, software network
interfaces of interaction and, as a result, the possibility of
unauthorized access to this system, as well as the
insufficiency of network traffic filtering and anti-virus
protection measures. The implementation of this threat is
possible provided that the violator has the rights to
interact with the automated process control system. The
implementation of this threat can lead to: blocking or
distortion (incorrect execution) of algorithms for working
out the tasks of managing technological processes, direct
management of the company's equipment; violation of
the normal flow of technological processes; partial or
complete stoppage of technological processes without)
equipment failure; emergency situation in the critical
information infrastructure system.

The threat of distortion of information entered and
output on peripheral information devices is based on
misinforming users of the CPS, by replacing or distorting
output data coming from sensors, keyboards or other
information input devices, as well as replacing or
distorting information output on peripheral devices.

The threat of bypassing incorrectly configured
authentication mechanisms is the possibility of an
offender obtaining privileges in the system without going
through the authentication procedure by performing
actions that violate the conditions for the correct
operation of authentication tools (for example, entering
data in an unsupported format). input data.

The implementation of this threat is possible if there
are errors in the specified values of the settings of the
authentication mechanisms.

The threat of using a compromised trusted source of
software updates is the possibility of introducing
malicious code into the information system due to the use
of compromised trusted sources of software updates.

The threat of using identification/ authentication
information set by default when the offender passes the
authorization procedure on the basis of identification and
authentication information received from open sources or
from an information service, corresponding to the
"default" account of the discredited protection object.
The "default" accounts are intended for the initial login
to the system or because the automatic password
generation mechanism issues the same or similar
passwords to users with similar logins when going
through the registration procedure on the information
service.

In this way, the first and partly the second tasks in
the system of classification, identification and
recognition of threats in the cyber-physical system of a
smart house was solved. Solving the following tasks is
the object of further research.

2. Discussion of results

The conducted research allowed to systematize and
assess the range of threats to cyber-physical systems of
the "smart home", which is an important step in ensuring
their security. The application of the expert assessment
method turned out to be an effective tool for identifying
and ranking threats in complex, multi-component
systems, where statistical data on real incidents may be
limited. The results confirmed that the risks to the "smart
home" are not limited only to external cyberattacks;
internal threats and vulnerabilities in communication
channels also pose a significant danger. In particular, the
identification of attacks on communication channels as a
separate group emphasizes the critical role of data
transmission security between physical and cyberspace,
which is often ignored in traditional protection models.

The obtained quantitative and qualitative threat
indicators have direct practical significance. They allow
not only to identify the most likely and dangerous attack
vectors, but also to prioritize security measures. For
example, by identifying a specific type of insider threat
with a higher expert rating, developers can focus
resources on building user authentication mechanisms or
network segmentation, rather than just hardening
external firewalls. This highlights that targeted
application of research findings allows for more effective
and cost-effective cybersecurity strategies.

3. Conclusions

According to the results of the study, it was found
that the smart house CPS has three directions of possible
cyber-attacks: external, internal threats, and attacks on
communication channels that provide data transmission
between circuits.

In order to determine the most probable threats to
the contours of the smart house CPS, it is proposed to use
an expert analysis consisting of an assessment of 220
threats by 20 experts with varying degrees of
professionalism. Based on the results of the analysis,
violations were determined: confidentiality, integrity,
availability, authenticity, calculated The calculated sum
of expert evaluations for security services, the average
expert evaluation for the source of the threat within the
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groups that make up the arrays: external, internal threats,
and attacks on communication channels.

Based on the results of calculations, the most likely
most dangerous threats in groups of threats were
determined based on the values of the sums of expert
evaluations for security services and the average expert
evaluation for the source of the threat within the group,
which made it possible to form arrays of the most likely

make it possible to further develop an algorithm to
prevent cyberattacks, giving priority to testing CPS for
identified threats.

However, it is important to note that the threat level
assessment is only a forecast and does not guarantee that
a cyber-attack will not occur, this data can be used to
make decisions about what cyber security measures
should be taken to prevent similar attacks in the future.

threats along all contours of the smart house CPS.
Qualitative threat indicators for security services for CPS
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EKCIHEPTHA OHIHKA KPUTHYHUX 3ATPO3 BE3IIEINI B KIBEPOIBUYHUX CUCTEMAX PO3YMHOI'O
BYJUHKY

C.C. Ioraciit, P. C. Beries, B. O. Crenenko, P. B. Tpodumenko, 1. M. Pukos, B. B. [Tokaninua

AHoTanisi. AkTyaabHicTh. CHCTEMH PO3YMHOTO OYAWHKY CTAIOTh JEali MOMYJISIPHIIINMH, OCKUIBKH BOHH ITPOIIOHYIOTh
JOMOBJIACHUKAM 0arato ImepeBar, TaKuX SK [TiIBUIIeHA 3pyYHICTh, eHeproe(eKTUBHICTD Ta MOKpalieHa Oe3neka. OHaK I1i CHCTEMHU
TaKOK MOXKYTb CTAHOBHUTHU MOTEHLIMHI PU3MKH JUIs OE3MEKH, SKIIO BOHM HE 3aXHILCHI HAJEKHUM YHHOM. BUSBICHHS 3arpo3 y
cUCTeMi PO3yMHOT0 OyIMHKY Ma€ BUpIIIaIbHE 3HAYCHHS IS 3aXUCTY MEPCOHANBHIX JaHUX, 3aII00iraHHs MOPYIIEHHIM Qi3UIHOL
Oe3mekn Ta KibepaTak, a TaKOXX 3a0e3MEUeHHsS HANEKHOTO (YHKIIOHYBAaHHA CHCTEMH. Y CTaTTi PO3TIAAETHCS OIIHKA
HaliHeOe3meuHIinmMX 3arpo3 i Kibepdisuynoi cucremu pozymHoro OynuHKy. [Iponec Oyino 3miliCHEHO ILIIXOM NPOBEIECHHS
MIOTTIMOJICHOT eKCIIEPTH3H Ha OCHOBI IIMPOKOTO MEPETIKy 3arpo3, BpaxoBYIOUH IXHIH BIUTUB Ha CITy>KOuU Oe3neku. Yci 3arpo3u Oyiu
imeHTH(diKOBaHI BIMOBIIHO J0 iX JyKepela 3a KOHIICTII€I0 NOoBiiHOT KOHTYpHOI Oe3neku. [IpeamMeToM noc/IixKeHHsl y CTaTTi €
METOJ¥ eKCIIEpTHOI OLIHKM KPUTHYHHUX 3arpo3 Oesmeni B KiOep(i3MYHHUX CHCTEMax po3yMHOro OynuHKy. MeTol cTaTTi €
BH3HAUEHHS Ta KIacudikamisg HalOUIbI HeOe3MeyHnX 3arpo3 Oesmeri i Kideppi3sHuHIX CUCTEM PO3YMHOTO OYAWHKY Ha OCHOBI
eKCHepTHOI oIiHKK. Byau oTpumani HacTynHi pe3yiabTaTH. BusHaueHO HAHKPUTHUHIIII 3arpo3u I Kibephi3UdIHIX CHCTEM
PpO3yMHOTO OyIHHKY Ta c(hOPMOBAHO OCHOBY I PO3POOKH aJTOPUTMIB iX e()eKTHBHOTO monepekeHHs. BucHoBku. B pesynbraTi
MPOBENICHOT EKCIIEPTHOI OIIHKK 0YyJI0 BU3HAYCHO HAWOUIBII KPUTHUYHI 3arpo3H IS KiOep(pi3HIHUX CHCTEM PO3YMHOTO OYyAWHKY,
[0 CTBOPIOE OCHOBY LTSl pO3pOOKH e(hEKTHBHUX METO/IIB IXHBOTO MOTEPEHKEHHS Ta MiHIMi3aIlil pU3HKIB.

Kaw4yosi caoBa: IaTepHET peuelt, kibephizndHi cucTeMu, po3yMHHUI OyIMHOK, 3arpo3a Oe3Ieli, eKCIepTH3a.

71



mailto:Ruslan.Trofymenko@cs.khpi.edu.ua
https://orcid.org/0009-0001-3114-2269
https://www.scopus.com/authid/detail.uri?authorId=59951694400
mailto:dmytro.rykov@nure.ua
https://orcid.org/0000-0002-3427-0290
mailto:v.pokaitsyn@gmail.com
https://orcid.org/0009-0005-6348-3972

